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“We have to 
tear down 
walls.”
At peak times, Deutsche 
Telekom’s IT systems register 
400,000 digital attacks a day. 
Telekom is consistently  
enhancing its data privacy  
and data security level  
to ensure the attackers  
do not succeed.

Dr. Thomas Kremer, 
Board member for Data 
Privacy, Legal Affairs and 
Compliance



4 | 5ST R E N GT H E N I N G  T RU ST

Customers seem to recognize this commit-
ment to data privacy and data security. This 
can be seen from the representative results 
of the 2012 security report by the German 
opinion and market research institute Institut 
für Demoskopie Allensbach. According to this 
report, Telekom enjoys a signifi cantly higher 
level of trust in relation to the handling of 
personal data in the telecommunications and 
Internet industry. As many as 45 percent of 
the population consider Telekom trustworthy. 
This result is outstanding in an industry where 
customers’ personal data has to be dealt with 
to such a large extent — even more so as 
competitors are lagging well behind. 

Telekom plans to continuously reinforce its 
commitment to data privacy and data security 
— something that is crucial not only in terms 
of the increasing threat from cyberspace. The 
number of Internet attacks has practically 
doubled within just one year. There are now 
around 100,000 new types of malware each 
day. As digital weapons become more intelli-
gent, professional hackers are attempting to 
infi ltrate the IT systems of companies, govern-
ment organizations and private individuals. 
Just how far this can go was proven at the end 
of November 2012 when hackers successfully 
infi ltrated the server of the International Atomic 
Energy Agency (IAEA), stealing and publi-
shing confi dential e-mail addresses. 

Although security experts at Deutsche 
Telekom are constantly developing me-
thods that have allowed them to detect and 
successfully prevent such attacks sofar, we 
cannot rest on our laurels. However the 
battle against cyber attacks cannot be won 
by acting alone — and there is consensus 

on the Management Board about this. 
Therefore we are not hiding behind a wall of 
silence and relying on the principle of hope. 

We are at the forefront of a movement that, 
together with other companies and national 
security agencies, will do everything possible 
to confront the dangers of a networked society. 
We make attacks on our systems transparent, 
unlike practically every other company. In 
this way we aim to share our knowledge and 

thereby enable others to introduce suitable 
counter-measures more expediently. After all, 
90 percent of attacks are avoidable if systems 
are kept up to date. 

Yet many companies still shroud themselves 
in silence for fear of losing face. What advan-
tages do they gain by concealing information 
about cyber attacks on their own systems? 
None! We all know that any of us could be a 
victim of a cyber attack. We therefore have to 
tear down the walls of silence! In the long term  
Germany can only protect itself effectively 
against digital threats by collaborating. This 
starts with very practical measures. We plan 
to set up a joint and independent test center 
with other companies in the IT and telecom-
munications industry — even our competitors. 
All companies involved could use it to test 
the security of critical network components 
against digital attacks. If the German Federal 
Offi ce for Information Security (BSI) were to 

participate in such a test center, then this could 
even translate to an offi cial security seal for 
technical products.

Technology for greater data security is just 
one side of the coin, however. Data privacy still 
requires a lot more attention. While the data 
privacy level in Germany and some European 
countries is very high, we urgently need con-
sistent global rules on data privacy. This relates 
to more than just equal competitive opportu-
nities. It is the only way we can win the trust of 
customers and help digital business models to 
succeed in the long term. Deutsche Telekom 
is leading the way in data security and data 
privacy. That said however, we will not cease to 
reinforce our customers’ trust. New business 
areas such as cloud services and intelligent 
networks for power supply or the healthcare 
industry will only succeed, if customers can 
rely on secure solutions.

Dr. Thomas Kremer
Board member for Data Privacy, 
Legal Affairs and Compliance

Dr. Thomas Kremer has been the Board 
of Management member responsible for 
Data Privacy, Legal Affairs and Compli-
ance at Deutsche Telekom AG since June 
2012. He was previously employed as 
General Counsel for ThyssenKrupp AG, 
where he took over as head of the Legal & 
Compliance Corporate Center in 2003 and 
was made Chief Compliance Offi cer of the 
ThyssenKrupp Group in 2007.

About the author

“Trust is the 
basis for 

successful 
business!”
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High levels of awareness and 
expertise in handling customer 
data are paying off. As in previous 
years, the technical inspection 
agency DEKRA conducted a 
succesfull audit of the Telekom 
Shops in 2012. All Telekom Shops 
have earned the right to use the 
DEKRA seal of data privacy and 
data security according to the 
German Federal Data Protection 
Act for another year. For the fi rst 
time, DEKRA experts visited 
around 150 shops without prior 
notifi cation. The audits essentially 
covered two areas: On the one 
hand, the auditors examined 
security in retail shops. 

For example, they checked 
whether customer data is 
adequately protected against 
theft or loss. On the other hand, 
DEKRA examined the handling 
of customer data in accordance 
with data protection regulations. 
The Telekom Shops plan to 
increase the data privacy level 
achieved even further.

With our own eyes
Internal audits show sustained improvement in data privacy worldwide.

As in previous years, the 
technical inspection agency
DEKrA gave the Telekom Shops 
a successful audit in 2012.

Data privacy is put to 
the test with extensive 

internal audits.

Deutsche Telekom inspects the data privacy level 
across the Group by means of extensive self-
auditing. Group Privacy performed a total of 60 
internal audits in 2012. As in previous years, audits 
focused on mission-critical applications and pro-
cesses as well as on data privacy in individual na-
tional companies and subsidiaries. The audits aim 
to identify vulnerabilities and resolve them using 
suitable technical and organizational measures. 
Furthermore, Telekom gains robust knowledge of 
how the data privacy level is developing through-
out the Group.

The basic data privacy audit supplies the largest 
range of indicators. This is an annual survey in 
which more than 36,000 employees from 35 
national companies took part in 2012. The audit 
clarifi es how employees assess the level of data 
privacy in their working environment, whether they 
are familiar with data privacy processes relevant 
for their work, and to what extent they use the 
specifi ed tools. The indicators established in 2012 
show that awareness and expertise in handling 
personal data in the Group have continued to 
increase on an international level. In the case of 
Germany, the audit confi rms very high awareness 
of data privacy.

Customer data privacy in Sales
DEKrA accolade for Telekom Shops third year in succession.
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Proven quality
TÜV NorD certifies Deutsche Telekom’s billing 
processes.

Telekom produces around 65 million invoices per 
month in the fixed network and mobile communica-
tions segments. Hundreds, often even thousands of 
data traffic items at different rates have to be billed 
to the exact time for every customer. This is a highly 

complex task that extends from initial collection and preprocessing of data 
to actual billing through to writing, delivery and archiving of invoices. Many 
different IT systems work together for this purpose in fixed and mobile 
communications. TÜV NORD audited the entire process chain and its 
integrated systems in 2012. The auditors assessed both data privacy  
and the IT security of the billing process. While the fixed network area 
succeeded in renewing its 2010 certificate, the mobile communications 
area was awarded the TÜV seal for the first time.

TÜV Rheinland certifies external call centers
All Telekom partners successfully pass audits.

Telekom’s call center service providers confirmed 
their high level of data privacy again in 2012  
according to TÜV Rheinland. All audits had 
positive outcomes. While the 14 hotline providers 

received a new TÜV seal, the 17 call center companies deployed in sales 
renewed the seals they had been awarded in 2010. The two-year cycle is 
part of an auditing concept that TÜV Rheinland has developed together with 
Telekom. The seal, which was developed in 2009, is the only one of its kind 
in the German call center industry. In addition to TÜV Rheinland’s audits 
Telekom performs its own internal audits if data privacy related changes 
are identified with the partners. In particular, risk management will initiate 
audits in sales and service when new providers commence work. The same 
applies for call center partners that establish additional locations or take 
over additional services. Telekom performed 22 such audits in 2012.

To ensure data privacy, the audit 
focused on two major topics. In 
terms of daily business, the Fed-
eral Network Agency monitored 
whether Telekom processes, 
stores and deletes billing-related 
call data records in compliance 
with the law. In addition, the audi-
tors examined how the admin- 
istrative area is protected against 
abuse. The Federal Network 
Agency indicated its approval 
for the approach of the Münster-
based data center in all respects.

Customer data  
privacy in mobile  
communications.

Federal Network Agency audits Münster data center

Is Telekom doing everything 
in its power to protect the data 
of its mobile communications 
customers? The answer to this 
question is by no means to be 
found only in call centers and 
Telekom Shops. The data cen-
ters that operate software for 
customer relationship manage-
ment (CRM) also have a major 
stake in ensuring optimal data 
privacy. In September 2012 
the German Federal Network 
Agency audited the Münster 
data center in which Telekom 
hosts CRM software for its 
mobile communications arm.
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Independent living in old age
Telekom develops data-privacy compliant communications systems as part of the SmartSenior research project.

Deleting data for advanced learners

Deletion of personal data is subject to particularly strict requirements in 
the area of human resources. To act in a compliant manner, a corporation 
such as Deutsche Telekom has to observe numerous legal regulations as 
well as a range of operational provisions. This is no trivial task, especially 
as retention and deletion periods can vary greatly depending on the 
word-ing of the law. Telekom analyzed the relevant requirements in 2012 
and developed an audit-proof concept for deletion of personal data in 
SAP HR, the central software system that is used by Telekom’s HR depart-
ment to manage its tasks. The HR management software processes the 
monthly salaries of more than 120,000 employees with the principle
client alone. The deletion module offered by SAP reached its limits 

when it came to implementing the deletion 
concept. Telekom therefore decided to additi-
onally develop its own solutions. At corporate 
level, the new deletion concept is the fi rst of 
its kind. An exchange of experience already 
took place with the German Federal Ministry 
of Transport and a number of DAX-30 com-
panies where human resources departments 
face similar challenges. In addition, Telekom is in talks with German 
federal and regional authorities that are responsible for employee 
data privacy.

better quality of life for older 
people through use of intelli-
gent equipment and systems.

To create technologies that enable 
older people to live independently 
in their own homes for as long as 
possible, 28 partners from industry 
and science joined forces in the 
SmartSenior project, which was 
supported by the Federal Ministry 
of Education and Research (BMBF). 
The result of the joint undertaking is 
the SmartSenior system. 
SmartSenior creates intelligent 
living environments for the elderly 

with its easy-to-use healthcare, 
security, service and communi-
cations solutions. The communi-
cations centerpiece is the TV set 
with add-ons such as touchpad, 
smartphone, room sensors, camera, 
medical measuring equipment and 
an intelligent wrist-watch. Telekom 
Innovation Laboratories coordinated 
the overall project and developed a 
number of subsystems. For exam-
ple, a communications solution that 

alerts employees in a connected 
assistance center when sensors 
detect a risk situation in a home and 
there is no response from the resi-
dent. Solutions of this kind will only 
fi nd acceptance when data privacy 
is also taken into consideration. 
Within its own sphere of responsi-
bility, Deutsche Telekom produced 
process descriptions that were 
used as a basis for a data privacy 
concept developed together with its 

partners. The concept ensures com-
pliance with all currently applicable 
data privacy provisions of the states 
of Berlin and Brandenburg and 
the German federal government as 
well as the regulatory requirements 
for clinical studies. Telekom’s data 
protection advisors will also monitor 
future projects arising in connection 
with SmartSenior.

Telekom develops audit-proof solution for deleting employee data in SAP software.
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Go-ahead for De-Mail
Secure e-mail infrastructure for citizens, 
businesses and authorities.

Deutsche Telekom launched 
the secure mail service De-Mail 
in August 2012. Consumers 
and businesses use the new 
service to send digital docu-
ments confi dentially. The basis 

for this is the German De-Mail Act. Secure login procedures, 
encrypted transmission and send and receive confi rmations 
enable secure and verifi able electronic communication. Third 
parties can neither see nor manipulate messages. As the De-
Mail Act places stringent demands on security and data privacy, 
providers have to go through a strict accreditation process. Only 
then are companies approved as De-Mail service providers by 
the Federal Offi ce for Information Security (BSI). Deutsche Tele-
kom has successfully completed the accreditation. Since March 
2012, Telekom Deutschland and T-Systems International have 
been offi cially approved De-Mail providers.

Rapid 
response
Telekom branch offi ce 
destroys illegally collected 
health data.

Managers at a Deutsche Telekom Technik branch offi ce in the 
German city of Bayreuth were requested internally in January 
2012 to record health and performance data on employees. 
This request was in breach of legal provisions and internal 
requirements with respect to the handling of employee data. 
As soon as this became known, existing lists were destroyed 
completely. The rapid intervention was initiated on behalf of the 
local works council. Disciplinary action was taken by Telekom 
against the employee who initiated the list.

TV just got smarter
Telekom introduces statistical evaluation of Entertain usage data.

With Web-TV, media libraries or TV archives, viewers can freely decide when and on what device to use their 
chosen format. The more this environment changes, the more important it is for suppliers to get to grips with 
changing consumer habits. This also applies to Telekom's web-based Entertain solution. Telekom has been 
collecting usage statistics since July 2012 in order to further enhance the product quality of Entertain. Interest 
here focuses on which programs are viewed by preference and which contents are being retrieved from the 
video library. Deutsche Telekom presented the process for evaluating usage data to the Federal and State 
Commissioners for Data Protection and Freedom of Information and addressed the alleged criticalities. 
Technical and organizational role concepts ensure that no conclusions can be drawn regarding individual 

customers. In addition, every customer is free to prevent evaluation of 
his or her data at any time. Deutsche Telekom informed its customers 
back in June by e-mail and a screen message in Entertain of its plans 
to collect the data and their option to opt out. This ensured that 
customers could object before statistical evaluation of usage 
data began.

Analyses of Entertain usage 
patterns do not allow 
conclusions to be drawn 
about individual customers.
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“It’s high time.”
The European Commission presented its new draft Data Protection regulation for the European Union (EU) at the  
end of January 2012. This regulation is planned to come into force at the start of 2014 and will then be directly binding 
after a transition period.

Some opposition can always be 
expected when legislators introduce 
new regulations, and this is no 
different in the case of the EU Data 
Protection Regulation. Especially 
in countries where governments 
have less stringent data protection 
laws, criticism of the draft with its 91 
articles continues unabated. How 
does Dr. Claus Ulmer, Group Privacy 
Officer for Deutsche Telekom, rate 
the initiative from Brussels?

Dr. Ulmer, can you sympathize 
with criticism of the draft of the  
EU Data Protection regulation?
Dr. Ulmer: First of all, the initiative 
by the European Union is very 
welcome and also urgently needed. 
We need uniform data protection 
legislation throughout the EU. Multi-
national corporations like Deutsche 
Telekom in particular need the legal 
certainty provided by uniform and 
reliable rules. By and large, the 
present draft is a success because 

it takes account both of current 
technical developments in the area 
of data processing on the Internet 
and also the aspect of international 
networking. We believe there is 
still scope for discussion however 
with regard to some aspects. For 
example, regulating the responsibili-
ty of supervisory authorities in terms 
of a one-stop shop as envisaged in 
the draft makes sense. However, the 
text of the regulation still has to be 
adapted to the extent that multina-

tional corporations with numerous 
legal units are also clearly covered 
by the regulation and can therefore 
profit from it. Within the overall 
perspective of the current draft 
regulation, however, the advanta-
ges of a uniform European data 
protection standard predominate 
by far. I am convinced that the EU is 
setting standards with the EU Data 
Protection Regulation and all other 
countries will likewise gradually 
pursue a higher level for their data 

Dr. Claus Ulmer has been Group Data Protection officer of the Deutsche Telekom Group since July 2002.
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privacy. We have recently seen 
examples of this in Malaysia and 
Singapore.

Some companies are of the  
opinion that self-regulation  
should suffice?
Dr. Ulmer: Self-regulation would not 
be very helpful, for who is to monitor 
it. Also, different self-regulation initi-
atives would not allow the same le-
vel of uniformity to be achieved with 
the standards as is possible with the 
planned regulation. We ourselves 
have been able to live quite easily 
with the strict data protection requi-
rements of the German Telecommu-
nications Act (TKG) as well as the 
German Federal Data Protection Act 
(BDSG) for many years now – in fact 
at Telekom we even go further than 
the legally prescribed requirements 
in some respects. Moreover, past 
experience shows that self-regula-
tion processes can be too lengthy. A 
discussion process generally kicks 
in first of all before binding contents 
can be discussed at all. However, 
this impedes fast and flexible 
business transactions with other 
companies, such as in the case of 
cloud offerings. In addition, the self-
regulation approach often leads to 
confusion among consumers as to 
what is actually desired or intended. 
I therefore view clear and generally 
binding conditions as especially 
important as the basis for optimum 

flexibility for companies. This oppor-
tunity has been opened up by the 
EU Data Protection Regulation.

What will be new in some 
countries is that companies with 
more than 250 employees have to 
nominate a data privacy officer. Is 
this not long overdue?
Dr. Ulmer: Absolutely, there should 
be a neutral and independent body 
in every company for assessing 
issues arising in relation to data 
privacy. This body has to specify 
the rules for complying with data 
protection requirements, check 
their compliance and intervene 
where necessary without fearing 
detrimental effects in the company. 
Deutsche Telekom takes the role 
and powers of the data privacy of-
ficer very seriously. The data privacy 
officer enjoys independent and 
paramount authority in this Group in 
his or her specialist area and in this 
respect exerts direct influence on 
entrepreneurial decisions. The rules 
set out in the draft regulation should 
be based on German statutory rules 
and should at least also attribute 
the position of an independent su-
pervisory body to the internal data 
privacy officer so that the position 
can be meaningfully implemented. 
From the perspective of Deutsche 
Telekom, the appointment of a data 
privacy officer for companies should 
also be accompanied by privileges 

at the level of the EU regulation. 
We therefore support the proposal 
to dispense with registration and 
notification requirements in the ap-
pointment of a data privacy officer 
or at least to identify the data priva-
cy officer as the role responsible for 
this as opposed to the supervisory 
authority.

How can an internal data privacy 
officer be neutral? As an em-
ployee, is it not more a case of 
“He who pays the piper calls the 
tune”?
Dr. Ulmer: I reject this perception 
most emphatically. Germany has 
a unique data protection law that 
defines our duties and rights and 
to which we as data privacy officers 
are bound. Our actions are of 
course also guided by the interests 
of the company. But not only by 
these, rather also by the interests of 
those affected by data processing. 
A solution that is viable for those 
involved must be developed here. 
Our understanding of the role of a 
data privacy officer is reflected to 
an extent in the draft of the EU Data 
Protection Regulation. As already 
indicated, the draft requires further 
reworking in terms of the supervi-
sory body implementation and the 
assurance of sufficient resources to 
perform the work required. The data 
privacy officer must report directly 
to corporate management and 
greater protection against dismissal 

must be provided also following ter-
mination of tenure so that the data 
privacy officer can act independent-
ly and fulfill his or her duties as an 
operative supervisory body.

Article 36 of the draft EU Data 
Protection regulation states that 
the company shall ensure “that 
the data privacy officer is involved 
properly and in good time in all 
issues relating to the protection of 
personal data.” How does Deut-
sche Telekom ensure this today?
Dr. Ulmer: The Privacy & Security 
Assessment Process introduced in 
the Group states that as data privacy 
officers we must be involved in de-
cision and development processes 
together with IT Security. Thus, for 
example, when new products and 
services are scrutinized with respect 
to data privacy-related aspects. Only 
when we have received approval 
under data protection law will such 
projects be assigned additional 
budgets. Our department has a 
staff of over 60 at Headquarters 
in Bonn alone in order to manage 
the approval processes. In addition 
to this there are employees who 
monitor and assess implementation 
of data protection measures both 
locally and also at all other locations 
outside of Germany. 

The draft EU Data Protection  
regulation also stipulates that 
data privacy violations be repor-
ted. Is this ruling fit for purpose?
Dr. Ulmer: This is already ap-
plicable law in Germany and 
therefore mandatory for us. It is 
to be welcomed that this will now 
become uniform law in all member 
states. However, I expect that the EU 
will define precise thresholds above 
which a company will have to report 
an incident. Otherwise this point will 
remain too vague. 

Why a threshold? Should every 
data privacy violation not be 
reported?
Dr. Ulmer: We already report and 
publish all occasions in compliance 

“Deutsche  

Telekom takes  

the role and  

powers of the  

data privacy  

officer very  

seriously.”



with legal requirements on the Inter-
net. However, the question arises as 
to whether less might be more here. 
Experience from the U.S. shows that 
tedium sets in when ev-ery incident 
is reported and published. Sooner 
or later the public stops paying 
attention to these incidents. We 
have to consciously tackle this risk 
of overkill caused by informa- 
tion overloading. Data privacy thri-
ves on being noticed and its ability 
to contribute to a shift in thinking.

Do strict data privacy laws also 
lead to competitive disadvantages 
in some cases?
Dr. Ulmer: Deutsche Telekom is 
convinced that it will have long-
term competitive advantages if it 
complies with the required data 
privacy and carries out trust-enhan-
cing measures. In the spirit of our 
mission “Creating an environment 
of trust” we are firmly resolved to 
strengthening and steadily improv-
ing the trust our customers, the pub-
lic and our employees have placed 
in Deutsche Telekom. According to 
the EU regulation, all products and 

services should be automatically 
made data privacy friendly at the 
time of delivery or when they are 
first used. This means then that 
only as much data is collected, 
processed and disseminated as is 
absolutely necessary for use. 

How does Deutsche Telekom do 
this today?
Dr. Ulmer: We have fulfilled this 
requirement for some time, since 
the Telecommunications Act and 
the Telemedia Act provide clear ins-
tructions in Germany. We welcome 
the fact that customers are actively 
made aware of data privacy aspects 
and have to declare their willing-
ness to use data. Only then can 
they make differentiated decisions. 
An example of this are apps. If you 
disable location services on the 
smartphone, the app that requires 
the positioning data will ask on next 
usage whether you want to activate 
the location service. This is just a 
small example of data privacy in 
practice.

A company has to respond in 
writing to consumer queries within 
one month free of charge.
Dr. Ulmer: …and we are generally 
even faster than four weeks. How-
ever we also want to further improve 
the process of actively providing 
information. The Internet offers us 
additional opportunities here, for 
example by incorporating explana-
tions of terms. In this context it will 
also be the case that we provide 
more specific data privacy infor-
mation tailored to the respective 
product.

The right to delete data should be 
introduced. This also includes the 
obligation to inform third parties 
of the request for deletion. How 
would Deutsche Telekom feel 
about that?
Dr. Ulmer: We have no problem 
with this, since we have also been 
doing this for some time. When cus-
tomers switch to a competitor, we 
delete their data. If someone wants 
to be deleted from the electronic 
phonebook then we also request 
Google, for example, to delete the 
entry from the cache. The difficulty 
would only then arise if the provider 
were to be required to ensure full 
deletion of all data. This cannot be 
demonstrated technically in many 
cases. Commercially justifiable 
efforts must then suffice. I see it 
differently however if people enter 
data themselves on the Internet. We 
can support them within our sphere 
of responsibility but I am basically of 
the opinion that the originator must 
seek deletion apart from that.

“Deutsche  

Telekom is  

convinced that it 

will have long-term 

competitive  

advantages if it 

complies with the 

required data  

privacy and per-

forms trust- 

enhancing  

measures.”

E U  D ATA  P R O T E C T I O N  R E G U l AT I O N
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Article 20 of the EU Data Protec-
tion regulation states that compa-
nies may only produce behavioral 
profi les of their customers if 
expressly permitted to do so. Is 
this bad for Deutsche Telekom?
Dr. Ulmer: Not at all, we have long 
since had a permission clause for 
advertising and market research 
purposes. There are companies 
however that use cookies that 
consumers do not notice. This 

procedure is referred to some-
where in the data privacy statement 
but who reads general terms and 
conditions of business or data 
privacy statements. Cookies record 
the pages someone visits on the 
Internet. Providers therefore get to 
know a person’s interests, correlate 
them and use this profi le for target-
ed advertising. Greater transpa-
rency should be offered here for 
customers in my opinion. Deutsche 
Telekom also behaves transparently 
and in a customer-friendly manner 
in this context. 

How do you propose to take 
your customers with you on 
the journey?
Dr. Ulmer: There are many possibili-
ties, starting with this report on data 
privacy and data security. However 
I would like to address concrete 
planning. It is increasingly diffi cult 
for customers to orient themselves 
in the present online and smart-
phone world. Data privacy settings 
are often diffi cult if not impossible to 
fi nd or it is very diffi cult to under-
stand how they are implemented. 
We therefore want to develop our 
privacy button for different applica-
tion areas. We have already done 
this for anonymizing IPv6 addres-
ses. In the case of smartphones, this 
could be an app for example, which 
provides the user with knowledge 
and – more importantly – control of 
data fl ows.

Uniform data privacy 
for the EU
The EU Data Protection Regulation is to replace the Data 
Protection Directive that came into force in 1995 and 
should standardize data privacy law in the EU member 
states. The regulation will then become valid throughout 
the EU with immediate effect and cannot be amended 
by national law. Reaction to the draft presented in 

January 2012 varies. BITKOM essentially welcomes 
the EU-wide consensus of data protection authorities 
as well as the planned self-regulation of the economy. 
However the high-tech association criticizes some of the 
requirements, arguing that they cannot be implemented 
at all in the companies or only with considerable effort. 
The Federal Government requires leeway for national 
implementation and opening clauses. The Ministry of 
the Interior lists a number of regulations that have not 
been mentioned to date in the EU regulation, including 
those for video surveillance or transferring data to credit 
agencies.

“We have fulfi lled 

this requirement 

for some time 

as the 

Telecommuni-

cations Act and 

the Telemedia Act 

provide clear 

instructions in 

Germany.”

Dr. Claus Ulmer is Group Data Protection Offi cer of the Deutsche 
Telekom Group since July 2002. Having studied law in Tübingen 
and Munich and being awarded a doctorate from the University of 
Tübingen, Ulmer was employed as a lawyer from 1993 to 1999 in a 
Stuttgart law fi rm where he focused on employment law. From 1999 
to 2002 Dr. Ulmer was a legal adviser with international responsibi-
lities at debis Systemhaus before taking over the function of Data 
Protection Offi cer from January 2001. From August 2001 to June 
2002 he was head of Data Protection at T-Systems International.
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More stringent 
reporting 
requirements
Telekom has complied with 
new requirements of the 
Telecommunications Act 
(TKG) for several years.

Since March 2012, telecommu-
nications providers have had to 
report data privacy violations even 
in cases where employees delete 
or modify data without permission. 
The supervisory authorities must be 
notifi ed of all incidents of this type, 
while consumers have to be infor-
med of cases that lead to serious 
impairments. With the additional 
notifi cation requirement, the Tele-
communications Act creates greater 

transparency in the telecoms in-
dustry. Prior to this, providers only 
had a duty of notifi cation if data was 

made available without permission 
to third parties, such as through loss 
or theft. With the new regulation, 
the Telecommunications Act now 
goes beyond the requirements of 
the Federal Data Protection Act  
(BDSG). Telekom has been able to 
implement the new reporting requi-
rement straight away since it has 
already been voluntarily reporting 
data incidents for several years.

Equal opportunities
Legal amendment allows worldwide 
processing of telecommunications 
data. 

With the 2012 amendment to the Telecom-
munications Act the Federal Government 
has removed a provision that had caused 
telecommunications companies considerable 
competitive disadvantages. In recent years, 
transmission of personal data to non-EU states 
was only permitted in exceptional cases. The 
Telecommunications Act went far beyond the 
level of regulation of the Federal Data Protection 
Act in this respect. In March 2012, the industry-
specifi c provision in the Telecommunications 

Act became obsolete. Since then, the provisions 
of the Federal Data Protection Act have also 
applied to telecommunications providers. This 
means that completely new operating models 
are now possible. As with other companies, 
Deutsche Telekom can now involve partner 
companies worldwide, for example, in the 
remote maintenance of its systems. With service 
technicians cooperating across a number of 
continents, 24-hour services can now be offered 
in line with the follow-the-sun principle. The data 
privacy level that has existed to date remains 
unaffected: Telekom obligates all non-European 
partners to the same high protection standards 
as exist within Europe. Lowering of the data 
privacy level for customers is thus precluded.

Greater legal security
federal Network Agency publishes guidelines for storing traffi c data.

How long may and should telecommunications 
companies store their customers’ traffi c data? 
Reliable answers are provided in guidelines 
issued in September 2012. Based on specifi c 
recommendations, the Federal Commissioner 
for Data Protection and the Federal Network 
Agency indicate which retention periods provide 
suppliers and consumers with legal certainty. 
Apart from traditional telecommunications data, 
the guidelines deal with traffi c data that can be 

collected in e-mail and Internet traffi c. Providers 
use this data primarily for accounting purposes 
with their customers and other network operators. 
In addition, however, traffi c data can also be used 
in incident management.

Graded by data category and intended use, 
the guidelines make recommendations as to 
when it makes sense to delete traffi c data earlier 
than required by the Telecommunications Act. 
Telekom already complies with most of the recom-

mended deadlines or even comes in ahead of 
them (see chart). Only in two areas does Telekom 
come in above the guide values of the supervisory 
authorities, but still within the legally defi ned 
deadlines. In both cases, this involves data that 
Telekom maintains in anonymous form for exter-
nal service providers where these providers grant 
their customers an objection period of 180 days. 
The retention periods can potentially be amended 
during renegotiation of service contracts.

Transparency for the telecoms 
industry.
Transparency for the telecoms 

Telecommunications Act amendment ends 
competitive disadvantages
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The Federal Government did not 
reach a consensus in 2012 on 
the re-regulation of data retention. 
Activities were reported on the other 
hand at European level. Following 
examination of the EU Data Reten-
tion Directive, there seems to be a 
trend toward reducing the minimum 
retention period to three months. 
The current directive requires pe-
riods of between six and 24 months. 

Deadlock in berlin 
Political disunity continues in 
Germany regarding how a new legal 
regulation should be implemen-
ted. In 2010, the German Federal 
Constitutional Court declared the 
federal law to be unconstitutional. 
Two different potential solutions 
are being discussed at present by 
the Federal Government. While 
the Ministry of the Interior favors 
a six-month data retention period, 

the Justice Ministry is calling for the 
so-called quick-freeze approach 
in combination with a short data 
retention period. In the quick-freeze 
approach, telecommunications 
companies prevent the intended 

deletion of traffi c data in individual 
cases when an authorized authority 
indicates its desire to retrieve this 
data within a certain period. In addi-
tion, IP address data is to be stored 
for seven days in any case.

Deutsche Telekom already stores 
IP address data for seven days in or-
der to be able to effectively combat 
malware (see chart). This is done in 
compliance with Federal Network 
Agency guidelines for the storage 
of traffi c data. Should the Federal 
Government opt again for a six-
month retention period, Deutsche 
Telekom can at any time return to 
the practice in place up to 2010. 

Lawsuit because of non-
implementation 
The European Commission has ta-
ken Germany to the European Court 
of Justice for failure to implement 
the directive. Penalty payments of 
EUR 315,000 per day of non-com-
pliance are under discussion. They 
will only fall due, however, from the 
effective date of a judgment. Exactly 
when the judgment is expected was 
not clear at the end of 2012.

Data protection-compliant storage of traffi c data

1.  billing data other than for fl at rates
1.1 Telekom storage period: Up to 30 days (if customer does not require itemized bills)
1.2 Telekom storage period:  80 days (if customer requires itemized bills)
1.3 Guideline storage period: 3 months
1.4 Telecommunications Act storage period: 6 months

2.  Mobile network IP addresses and location data (except for location-dependent cellphone tariffs)
2.1 Telecommunications Act storage period:  Not specifi ed
2.2  Guideline storage period: 7 days
2.3 Telekom storage period:  7 days

Source: Deutsche Telekom

1.4 Telecommunications Act storage period: 6 months

2.  Mobile network IP addresses and location data (except for location-dependent cellphone tariffs)

6 months

10 days

Data retention – Open-ended
While the EU directive is being evaluated, re-regulation is not foreseeable in Germany.

Deutsche Telekom fulfi lls requirements for storage of traffi c data.

Deutsche Telekom sometimes deletes traffi c data sooner 
than the German Telecommunications Act requires.

1.1 1.2 1.3 1.4

2



My house in cyberspace
New Internet portal explains work of geodata services for consumers.

Since September 2012, Internet users have had a central point of contact that is responsible for 
data privacy in connection with geodata services. This includes services such as Google Street 
View, for example. Consumers can go to the website www.geodatendienstekodex.de and fi nd 
out how the services work, whether their house is captured and what rights they have. The new 
information service is based on the work of a registered society for self-regulation in the informa-
tion economy, “Selbstregulierung in der Informationswirtschaft e.V.” (SRIW). Founded in 2011, 
SRIW is an alliance of eight leading service providers, among them Deutsche Telekom, which 
provides about one third of the society’s funding. 

The Privacy Code of Conduct for geodata services is at the top of SRIW’s agenda. Under this 
code, providers of geodata services are obliged to ensure transparency for consumers and pro-
vide information and an opportunity to object. In essence, providers commit voluntarily to make 
any image material used digitally unrecognizable in case of objections. Telekom is committed to 
the code of conduct because it links its own websites with external geodata services. While the 
Das Örtliche telephone directory service  links to maps and images from Microsoft Bing Maps, 
the ImmobilienScout24 portal uses the Google Street View panorama service.

Informational self-
determination in practice
Deutsche Telekom introduces data privacy 
standard for anonymous surfi ng under IPv6.

Privacy Code of Conduct for geodata services commits 
to transparency and information.

In tandem with the rollout of the new IPv6 
Internet protocol, Telekom has launched a 
data privacy solution on the market that al-
lows IP addresses to be reliably obscured. 
Users can themselves decide the extent 

to which they want to make the identities of their terminals anonymous. 
The new solution has been available since September 2012 and is the 
fi rst of its kind in the telecommunications industry.

The new IPv6 Internet protocol provides 340 sextillion IP addresses 
– enough to supply all conceivable terminals with their own ID. This 
would make it technically feasible to create detailed profi les of users 
and their movements. Telekom’s data protection standard mitigates 
against these consequences. The solution model includes three 
mechanisms that impact the traceability of IP addresses to a varying 
degree. For example, Internet users are to be able to request a new 
prefi x for their router’s device address at any time by simply clicking a 
button.

The new data protection solution is already fully available on the 
network side. Every time customers disconnect, they are assigned a 
modifi ed IPv6 prefi x and a new IPv4 address when they reconnect. 
The new routers in the Speedport W 724V series enable Telekom 
customers to set up anonymous surfi ng in line with their individual 
requirements. Telekom plans to continuously develop the new data 
protection standard.

D ATA  P R I vA C y  /  P O l I T I C S  &  R E G U l AT I O N

Urgently needed
Employee data privacy needs clear legal basis. 

Reform of employee data privacy is seen by Telekom as a matter 
of urgency. The legal situation companies are fi nding themselves 
in regarding employee data privacy has been unclear for too long. 
Telekom committed itself to strict self-regulation in the wake of 
the spying affair. Now, following a lengthy period of inactivity in 
the legislative process, a new draft bill was introduced in January 
2013, which might be passed during the course of the year.

The proposed new legislation addresses some of Telekom’s 
requirements. For example, the draft for the fi rst time contains a 
regulation on data transfer within corporate groups and also takes 
account of the corporate need to conclude commissioned data 
processing agreements with companies in third countries with a 
recognized high level of data protection. This saves resources and 
provides legal certainty. The proposed new legislation prohibits 
secret video surveillance. Open video surveillance remains pos-
sible under certain conditions. Use of covert video surveillance 
techniques has been banned at Telekom for years under a Group 
works agreement. Likewise, use of video surveillance for quality 
assurance purposes is also prohibited at Telekom. All in all, video 
surveillance at Telekom is only used to protect buildings and 
property.

Unfortunately, the new proposed legislation contains no provi-
sions regarding modern and innovative forms of communication 
such as “bring your own device” or use of private devices for busi-
ness purposes. It remains to be seen whether the legislator will still 
address proposals in this regard put forward by Telekom.
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Do-Not-Track standard postponed to 2013
Solution for enabling technical implementation of EU Cookie Directive not yet 
available.

The objective of concluding work on the Do-Not-Track (DNT) standard by mid 2012 proved too ambitious. 
Discussions on a global web tracking standard were simply too complex. The responsible working group 
of the World Wide Web Consortium (W3C) has largely agreed on the technical design of the standard, 
whereby Web users can determine at the click of a mouse whether or not they want to allow themselves be 
tracked on the Internet. The real challenge, however, remained on the regulatory side. Since its inception in 
spring of 2011, the Do-Not-Track working group has been struggling over a common approach that would 
provide suffi cient validity for the standards of all jurisdictions. 

The core of the issue here is to harmonize U.S. and European consumer protection requirements. The 
Do-Not-Track initiative established a new task force at the end of 2012 with the aim of clearly establishing 
the upper limit of what is permissible for the European Union. Telekom is the only German company to be 
involved directly in the working of the W3C working group. As with the EU Commission, the Telekom data 
privacy experts regard Do Not Track as a suitable means to effectively implement the EU Cookie Directive 
adopted in 2009.

Smart metering is one of the milestones on the 
path toward intelligent energy management. 
When remotely readable electricity meters supply 
consumption data around the clock, electri-
city suppliers and consumers benefi t equally. 
Suppliers are provided with valuable information 
for managing their capacities and reliably main-
taining network operation. Customers can keep 
track of their energy costs and use electricity 
primarily when it is most favorable to do so.

Data privacy for consumers
Since smart metering gives rise to the collection 
of personal consumption data, the Federal Data 
Protection Act (Bundesdatenschutzgesetz – 
BDSG) applies. In order to further strengthen data 
privacy, the Federal Government instructed the 
German Federal Offi ce for Information Security 
(Bundesamt für Sicherheit in der Informations-
technik – BSI) to create a protective profi le and 
a technical guideline. While the privacy profi le 
has been available since November 2011, the 
guideline is expected at the beginning of 2013. 
The German Federal Offi ce for Information 

Security is focusing its attention on the control 
module attached to the meters. As a central 
communications platform between the meter 
and smart metering provider, the control module 
should act as a secure data container. The profi le 
outlines requirements for a device architecture 
that ensures a high degree of data privacy. For 
example, the control module has to be able to en-
crypt and sign the consumption data in order to 
prevent unauthorized access. The requirements 
extend to the design of the transmitting device to 

also be equipped to deal with physical attacks or 
manipulation from outside.

Data security in network operation
While Germany concentrates on data privacy in 
the control module, the European Union has laun-
ched an initiative to strengthen data security in 
power grid operation. The European Network and 
Information Security Agency (ENISA) put together 
a working group in 2012 as part of which it drew 
up recommendations for adequate data security 
together with industry representatives including 
Deutsche Telekom. The recommendations point 
out the impact of data security on the stability of 
electricity production and indicate which mini-
mum standards have to be maintained by future 
smart grid providers. For example, it is important 
to effectively exclude the possibility of attackers 
reporting incorrect consumption data to the grids 
so that operators misjudge the current grid load. 
An initial draft of the data security recommenda-
tions became available at the end of 2012. ENISA 
will have concluded its foundation work in 2013.

Support for smart metering
While Germany is intensifying its commitment to data privacy, the European Union is actively involved in promoting 
enhanced data security.

fast-tracking implementation of the 
EU Cookie Directive.

Smart metering needs a protective profi le.
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Trust edge among population 
Telekom enjoys great credibility in handling personal data.

“Which companies do you regard as trustworthy when it comes to handling 
personal data?” On this question in a representative Allensbach survey, Telekom 
came out on top by a long margin among IT and telecommunications companies. 
45 percent of those surveyed regard Telekom as trustworthy. The company in 
second place scored just 27 percent. Telekom takes the top spot in all age groups, 
but at 57 percent it enjoys an especially large trust bonus among the over-60s. The 
Institut für Demoskopie Allensbach carried out the representative survey as part of 
its security report in June 2012.

Deutsche Telekom’s Data Privacy Advisory 
Council advises the Board of Management and 
promotes exchanges with leading experts and 
personalities from the worlds of politics, acade-
mia, business and independent organizations 
on current data privacy and data security-related 
challenges. 

The Data Privacy Advisory Council deals with 
a wide range of topics. It discusses business 
models and processes for handling customer 
and employee data as well as IT security and the 
adequacy of measures taken. It also examines 
international aspects of data privacy and the 
implications of new legal regulations. 

Its duties include evaluating data privacy and 
data security measures at Telekom as well as 
developing proposals and recommendations 
for the Board of Management and Supervisory 
Board on relevant issues. The Board of Manage-
ment can request the Data Privacy Advisory 
Council to assess data privacy-related proces-
ses in the Group. The Advisory Council also 
takes up data privacy and data security topics 
independently and elaborates suggestions or 
recommendations for Deutsche Telekom’s Board 
of Management.

The Data Privacy Advisory Council met 
fi ve times in 2012. Important topics included 
assessing data privacy and security aspects of 
new cloud applications as well as developments 
in the growth areas of energy and the connected 
car. The Advisory Council also dealt with the 
draft of the EU General Data Protection Regu-
lation and the expected impact on Deutsche 

Telekom. It also advised on the evaluation of 
Entertain usage data and informed itself about 
the results of the basic data privacy audit and the 
data privacy level achieved in the Group.

The current members of the Data 
Privacy Advisory Council include:

Wolfgang bosbach, CDU, member of the Ger-
man Bundestag and Chairman of its Committee 
on Internal Affairs

Peter franck, Member of the board of Chaos 
Computer Club (CCC)

Professor Dr. Hansjörg Geiger, Adjunct profes-
sor of Constitutional Law at Goethe University in 
Frankfurt/Main, State Secretary of the Federal 
Ministry of Justice from 1998 to 2005, former 
President of the German Federal Offi ce for 
Protection of the Constitution and the German 
Federal Intelligence Service

Professor Peter Gola, President of the German 
Association for Data Protection and Data Secu-
rity (GDD)

bernd H. Harder, Lawyer and member of the 
Executive Board of BITKOM e.V., lecturer at Stutt-
gart Media University and Technische Universität 
München (TMU) 

Dr. Konstantin von Notz, Bündnis 90/Die 
Grünen, member of the German Bundestag, 
member of the Committee on Internal Affairs and 
deputy member of the Committee on Legal 

Affairs and the Subcommittee on New Media, 
member of the Enquete Commission on Internet 
and Digital Society

Gisela Piltz, Member of the German Bundestag, 
Deputy Parliamentary Group Leader of the FDP 
parliamentary group

Gerold reichenbach, SPD, member of the Ger-
man Bundestag, member of the Committee on 
Internal Affairs (rapporteur for Privacy and Civil 
Protection and Disaster Assistance) and member 
of the Subcommittee on Civic Engagement, 
deputy chair of the Enquete Commission on 
Internet and Digital Society

Dr. Gerhard Schäfer, Presiding Judge at the 
Federal Court of Justice (BGH), retired

Lothar Schröder, Chairman of the Data Privacy 
Advisory Council, member of the ver.di National 
Executive Board and Deputy Chairman of the 
Supervisory Board of Deutsche Telekom AG, 
member of the Enquete Commission on Internet 
and Digital Society

Halina Wawzyniak, Die Linke, member of the 
German Bundestag, Deputy Party Chair, 
member of the Enquete Commission on Internet 
and Digital Society

Professor Dr. Peter Wedde, Professor of Labor 
Law and Law in the Information Society at 
the Frankfurt University of Applied Sciences, 
Director of the Europäische Akademie der Arbeit 
(EADA) at the University of Frankfurt am Main

External advice welcome



More than in scarcely any other industry, data 
privacy must play a major role in companies in 
the information, telecommunications and media 
sector. This applies primarily when processing 
of customer data is a key component of a 
company’s business model. For example, 
Deutsche Telekom has data regarding who custo-
mers are phoning and for how long, which movies 
they are downloading from the online videoshop 
Videoload, or how they are using the music 
streaming service Spotify. Cloud computing is 
also giving rise to new areas in which Telekom 
as a cloud provider receives and processes its 
customers’ data. This applies, for example, to the 
data that T-Systems stores in its data centers as 
a data processor for other companies. Added to 
this is personal information on around 230,000 
employees in the Group.

The task of safeguarding data from contractual 
relationships for over 150 million lines is enor-
mous in its own right. The scale and sensitivity of 
this data require that protection of personal rights 
be treated more importantly than anything else. 
Telekom has to protect this personal data from 
external access and against abuse by all tech-
nical means possible, using the know-how of its 
employees and the advice of external specialists. 
In an increasingly networked economy, this is an 
essential requirement for business success. 

Facing the judgment of a critical expert com-
munity is an important step and shows that data 
privacy at Telekom is more than mere lip service. 
The Data Privacy Advisory Council plays a special 
role here in particular as an external observer and 
advisor. In addition, Telekom is one of the fi rst 
international groups to have elevated the Data 
Privacy and Compliance area to Board level. All 
measures are used to build trust with regard to 
customers and employees as well as private and 
public shareholders in the Group. 

The composition of the Data Privacy Advisory 
Council represents the political plurality of views 
in Germany, but also specialist know-how on 
various aspects of data privacy and data security. 
It subjects business models regularly to a neutral 
and critical view — sometimes even to the level of 
individual products and services. All current data 
privacy-related developments in the company are 
discussed openly. Telekom benefi ts in this way 
from the experiences of the members of the Data 
Privacy Advisory Council. 

Following up privacy scandals has long since 
ceased to play a role in the sessions of the Data 
Privacy Advisory Council. Rather, its work is 
forward-looking and focuses much more on how 
to protect personal rights in the future. Internal 
Group processes are increasingly becoming a 
focal point for the Data Privacy Advisory Council. 
Special attention is also paid to new business 
areas such as healthcare, energy and the con-
nected car. Personal data will accumulate in these 
areas on an as yet unknown scale and will have 
to be protected. Telekom’s Data Privacy Advisory 
Council provides support for these endeavors. 

All of the data privacy measures that Telekom 
has initiated and implemented in the past four 
years have changed the Group in a remarkably 
positive way. Telekom today is leading the way 
in data privacy and data security, and this is also 
refl ected in terms of actual fi gures. According 
to a representative survey by German opinion 
pollsters Allensbach, 45 percent of the popula-
tion regard Telekom as trustworthy when it comes 
to handling personal data. This is an astonishing-
ly high fi gure if one considers the volume of 
personal data handled in the information, 
telecommunications and media industry. A look 
at the competition clearly supports this. The next 
competitor in line in the Allensbach survey was 
some 20 percentage points behind. Deutsche 

Telekom has worked hard to regain this trust and 
intends to not just maintain it in the future but 
also build on it. For this reason we remain closely 
involved in developments as Data Privacy Adviso-
ry Council and would rather be safe than sorry 
in ascertaining the consequences that certain 
actions or services have for protecting personal 
rights. Neither the high level of awareness nor the 
sense of shame about abuse should be allowed 
to diminish. This also applies when it comes to 
protecting employee data. 

A Data Privacy Advisory Council is also suitable 
for other companies, however, especial when 
processing customer data is a key component 
of the business model. For these companies 
a Data Privacy Advisory Council should be an 
established best practice. It erects no barriers, 
but rather opens our eyes before customers 
themselves have their eyes opened at a later time 
with possibly negative consequences. So I can 
only recommend other companies to consider 
introducing a Data Privacy Advisory Council too. 

Trust gain 

About the author
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 Think twice!
Anyone who wants to tackle data privacy and data security in an integrated manner has to ensure that their employees 
are also properly informed and trained. Telekom launched a number of information campaigns again in 2012.

It generally happens unwittingly and 
only rarely with criminal intent. Em-
ployees may open the digital door to 
external attackers or fail to observe 
security regulations. They should 
therefore be included actively in 
the practice of an effective security 
culture. This is the only way to en-
sure information security. This starts 
with awareness of any potential 
data privacy and data security risks. 
Alongside the usual online portals 
and training, Telekom decided in 
2012 to launch an “advertising 
campaign” as well as lighthearted 
and practical information measures 
in a bid to ensure the material was 
not too dry.

Information protection  
in an instant
Many Telekom employees have to 
deal with business or personal in-
formation every day. It can therefore 

be difficult at times for employees to 
decide how confidential data should 
be treated or which data is subject 
to data privacy legislation. Telekom 
classifies personal data according 
to five data protection classes and 
business information into four 
confidentiality classes from open to 
strictly confidential. 

For better understanding, emplo-
yees can now use a well-structured 
data privacy disk, similar to a park-
ing disc. It helps them to classify 
information and data correctly and 
quickly without having to know exact 
concept definitions. They can imme-
diately identify the level of protection 
required and the protective measu-
res they have to apply accordingly. 
In addition to a paper version, there 
is also an electronic version that can 
be accessed by employees on their 
PC desktops. The next step in 2013 
is to produce a smartphone app. 

In addition, Telekom has develop-

ed a series of information sheets, 
which explain individual security 
rules concisely and comprehensibly. 
For example, there are overviews for 
secure use of data with smartpho-
nes or at external meetings. The 
topics and content are tailored to the 
different target groups, for example, 
members of a team, executives or 
organizational unit heads. However, 
this will not work without clear rules, 
which is why all Telekom employees 
have to commit to compliance with 
data and information protection 
regulations every two years.

Campaign against social 
engineering
Social engineering is a particularly 
clever way to acquire confidential 
information about a company. The 
attacker deceives the employee 
by using a false identity. Fake 
phone calls by an alleged technici-

an requesting confidential access 
data would be an example of social 
engineering. Meanwhile, phishing 
is an electronic variant of social 
engineering. A typical example of 
this is spying on PINs and TANs in 
online banking.

Social engineering represents a 
major potential threat for Telekom 
since all employees can be affec- 
ted by it. Creating awareness among 
employees is therefore one of the 
most important steps toward  
preserving information security 
and data privacy. To protect them-
selves, however, employees have 
to understand the attack mecha-
nisms theoretically and to practice 
defensive behavior. Social engine-
ering, after all, relies on basic innate 
mechanisms of human information 
processing and on emotionally 
controlled, non-reflective behavior. 
Who wants to prevent the friendly 
technician coming into their office 
when all he or she wants to do is fix 
a problem? Employees have to learn 
in such situations to take their time, 
deliberate and respond correctly.

Telekom launch the internal 
company campaign entitled Think 
Twice! in 2012. The objective was 
to convey to employees the correct 
gut feeling for threatening situations. 
And the message "I won’t allow  
myself to be put under pressure, 
misled or taken in." The campaign, 
which is to be continued in 2013, is 
based on a media mix that includes 
an audio clip, an interactive film, a 
type test, a team and board game or 
a competition.

S E C U R I T y  C A M PA I G N S
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Protecting basic rights
Interview with Professor Hansjörg Geiger, member of Deutsche Telekom's Data Privacy Advisory Council.

Professor Geiger, what lies ahead 
for data privacy offi cers in 2013?
Prof. Geiger: The key topic will 
be the European Data Protection 
Regulation. The current proposal by 
the EU Commission is moving in the 
right direction in general, but Ger-
many in particular should engage 
intensively in further discussion.

Why Germany?
Prof. Geiger: It’s about preserving 
our high level of privacy. Data priva-
cy is a basic right here. The relevant 
decisions of the German Federal 
Constitutional Court are also 
regarded as real achievements from 
an international perspective. By this 
I mean the basic right to informatio-
nal self-determination and the basic 
right to assurance of confi dentiality 
and integrity of information tech-
nology systems. The latter probably 
sounds quite unwieldy for the lay 
person, but essentially means that 
nobody is allowed to infi ltrate a 
computer or telecommunications 
system without a warrant.

Are these basic rights now up for 
discussion again?
Prof. Geiger: If Germany is not 
careful, this development could 
imply this at least in part. Due to 
its legal form, the European Data 
Protection Regulation will become 
directly applicable 
law in all member-
states. This would 
seriously limit the 
leeway for the Ger-
man model with its 
many sector-spe-
cifi c regulations. 
German standards 
that go beyond 
the European 
regulation would 
no longer have a 
legal basis.

Are German interests adequately 
represented today?
Prof. Geiger: Whether German 
involvement is suffi cient will only 
become clear as the legislative pro-
cess continues. The fact however 
is that the Federal Government, the 
Opposition and business interests 
are already extremely active. For 
example, the CDU/CSU and FDP 
parliamentary groups as well as 

SPD parliamentary group have pre-
sented detailed proposals in which 
they indicate quite clearly the issues 
that still require discussion. For 
example, applicants are requesting 
that the obligation for companies 
to appoint a data privacy offi cer 

should not be 
limited to large 
corporations 
but should 
also apply 
to midrange 
enterprises. A 
further require-
ment relates to 
the handling of 
sensitive data. 
This includes 
particularly 

sensitive data such as religious 
affi liation or membership of a labor 
union. Since we have to assume 
that our social protection objectives 
will continue to change in the future, 
the catalog of sensitive data should 
not be conclusively formulated.

Is it already clear whether the 
EU is moving to meet these 
demands?
Prof. Geiger: The current draft 
shows some improvements, though 

the German privacy level has still 
not been reached. We therefore still 
have a lot of work to do, particularly 
in the fi rst half of the year. After all, 
the Commission and the European 
Parliament have the ambitious goal 
of concluding consultations by 
mid-2013. 

Should the telecommunications 
industry participate with particu-
lar intensity in the discussion?
Prof. Geiger: It has been doing 
so for a long time. And for good 
reason. Data privacy made in 
Germany is regarded as a compe-
titive advantage in many markets. 
If the new EU regulation were not 
to reproduce the German privacy 
level adequately, the only way out 
would be through an opening 
clause that would give Germany 
the opportunity to include more 
stringent standards. Such unilateral 
actions cannot be in the interest 
of our national economy, however, 
especially since one of the primary 
objectives of the new EU regulation 
is to compensate for regulatory 
imbalances in Europe. I expect a 
fascinating discussion to develop in 
2013 against this backdrop.

Professor Hansjörg Geiger has been involved with the topic of data privacy since the beginning of the 1970s. 
His professional and academic career spans various roles in business, research, politics and the judiciary. Prof. Geiger was 
employed, among other things, as an independent researcher with Siemens, as a prosecutor and judge at the Munich 
District Court, as head of section with the Bavarian State Commissioner for Data Protection, as State Secretary in the 
German Federal Ministry of Justice, as President of the German Federal Offi ce for Protection of the Constitution and as 
President of the German Federal Intelligence Service.

“Nothing less is 
at stake than 

main taining the 
high level of data 

protection in 
Germany.”

DATA  P R I VAC Y  A DV I S O RY  C O U N C I L
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Risks are shifting   to the network
Excessive scaremonger-
ing or is it high time? 
This is not a question 
Wolfgang Ischinger, 
head of the Munich 
Security Conference, and 
rené obermann, CEo 
of Deutsche Telekom, 
are asking themselves in 
relation to cyber war. It’s 
obvious to both of them 
that it’s time to act. 

The former German ambassador to 
Great Britain and the U.S. put the to-
pic of cyber security on the agenda 
of the Munich Security Conference 
two years ago. The interest of 
leaders from the realms of industry, 
politics and science was so great 
that Wolfgang Ischinger together 
with René Obermann issued an 
invitation in September 2012 to a 
separate Cyber Security Summit in 
Bonn. Fifty executives were to take 
part. In the end, some 80 senior 
managers joined the discussion on 
cyber war and IT security.

Mr. Ischinger, why does the topic 
of cyber security require its own 
conference?  
Wolfgang Ischinger: Because 
industry and the state are coming 
under increasing attack from the 
Internet. A completely new type of 
threat is therefore emerging which 

follows its own rules and requires 
completely different security and 
defense measures. Not many seem 
to be aware of this yet, however. Al-
though IT experts know a lot about 
the risks from the network, the real 
doubt lies in whether business 
leaders really perceive and correctly 
assess these risks. We therefore 
have to make this a strategic topic 
for boardrooms. And a dedicated 
high-level Cyber Security Summit 
will clearly contribute to this.  

but the risks don’t just stop at 
company or national boundaries?
Wolfgang Ischinger: We are increa-
singly facing genuine transnational 
global challenges that states and 
even groups of states can do little 
about. Natural disasters for example 
come under this heading. No 
phenomenon is more transnational 
than cyberspace. But it is precisely 

here that we are a long way off wor-
kable regulations and agreements 
at an international level. There 
is absolutely no capacity to act 
internationally. Progress is therefore 
urgently needed and necessary 
at national and international level. 
Especially since cyber security is 
becoming a location issue. There 
is no doubt that the well-prepared 
states will enjoy a better reputation 
globally than those that do nothing 
to combat cyber war.

Mr. obermann, how serious would 
you say the situation is then?
rené obermann: Organized crime 
and industrial espionage aided 
by the net are no longer the stuff 
of science fi ction fi lms. Practically 
every area of public and private 
life is now dependent on functio-
ning  telecommunications and IT 
infrastructures. This means that not 

Wolfgang 
Ischinger 
took over the 
chair of the 
Munich Securi-
ty Conference 

in May 2008. He studied law 
and international law and oc-
cupied various roles from 1975 
to 2008 as a senior diplomat 
in the German Foreign Offi ce. 
Among other roles, Ischinger 
has served in German embas-
sies in Washington, D.C., Paris 
and London, as head of the 
Political Directorate-General 
and as State Secretary at the 
Foreign Offi ce. Mr. Ischinger 
headed the German delegation 
on the Bosnia Peace Talks and 
was the EU representative in 
the troika negotiations on the 
future of Kosovo.

Wolfgang Ischinger, head of the Munich Security Conference.
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Risks are shifting   to the network

only a single company, but rather 
an entire location can be affec-
ted by cyber attacks. Controlled 
attacks from the Internet can have 
serious consequences, for example 
paralyzing power grids and fi nancial 
markets. An example of this can 
be found in the U.S. at the end of 
2011 when operators of natural 
gas pipelines came under attack 
from phishing for months. Simply 
clicking one of the malicious links 
was enough to allow the malware 
to install itself on the systems. This 
would have allowed the hackers, for 
example, to manipulate systems for 
controlling gas compressors.

What would be an appropriate 
response to the digital threat 
situation? 
Wolfgang Ischinger: The time has 
passed when viruses, worms and 
Trojan horses could be battled 

alone. Cyber attacks are becoming 
increasingly professional. Hobby 
attackers can still be combated with 
technical resources. But a new 
branch of industry has developed 
in the meantime. Professional cyber 
criminals are developing cyber 
weapons on behalf of companies 
and states for attacking targets. 
They include Trojan horses such as 
Stuxnet, which was evidently com-
missioned by a government agency. 
It is therefore no longer about 
infl icting a little damage or annoying 
someone. The danger that states, 
for example, are entering into a 
cyber war with their secret services 
has increased signifi cantly.

but wouldn’t this then only hap-
pen locally, since only individual 
computers can be attacked?
rené obermann: No, for some 
time now, anything that has an IP 

address has been networked. The 
risk that critical infrastructures 
in a region or even a state might 
be disabled is therefore growing. 
There have already been attempted 
attacks on nuclear power plants and 
natural gas pipelines. Just imagine 
cyber criminals manipulating a nuc-
lear power station’s control systems, 
for example. The German govern-
ment is also registering attacks 
more frequently on its government 
network. Anyone trying more than 
just switching off computers clearly 
could trigger disasters — even now! 
If bogus hardware and software 
components were installed in a par-
ticular aircraft type, for example, it 
would be possible to direct an entire 
range of such aircraft remotely. 

rené obermann, CEo of Deutsche Telekom.

rené 
obermann 
has been 
Chairman of 
the Board of 
Management 

of Deutsche Telekom AG since 
November 2006 and has been 
responsible for innovation in 
the Group since the beginning 
of 2012. Prior to this, Ober-
mann was CEO of T-Mobile 
International AG & Co. KG and 
the Deutsche Telekom Board 
Member for Mobile Communi-
cations. His career began with 
a business traineeship at BMW 
AG in Munich. Following that, 
he set up his own business, 
ABC Telekom, in 1986, in 
which the Hong Kong-based 
conglomerate Hutchison 
Whampoa acquired an interest 
in 1991. René Obermann 
was Managing Partner of the 
resulting company Hutchison 
Mobilfunk GmbH and then 
Chairman of the company’s 
managing board.



but to speak directly of cyber war 
seems somewhat exaggerated? 
Wolfgang Ischinger: We see it 
differently. If cyber attacks were to 
cause disruption on such a scale 
that governments felt forced to res-
pond through military intervention, 
that would be critical. This issue has 
preoccupied the U.S. and NATO in 
strategy papers for some time.

Then there’s a case to be made for 
stopping networking?      
Wolfgang Ischinger: Networking 
can no longer be stopped. We 
consciously take the risks since the 
advantages it offers for companies 
and states are fully undisputed. 
They guarantee access to markets 
and innovations and hence to eco-
nomic growth. A global economy 
can now only be managed when we 
work, trade and live on a networked 
basis. Or do you seriously want 
to suggest that we dispense with 
smartphones or tablet PCs and turn 
back the wheel of time?  

Mr. obermann, companies like 
Deutsche Telekom are con-
tributing to the increased networ-
king of society. Are we on the right 
path?    
rené obermann: Despite all unde-
niable security risks, networking has 
to continue. But we have to learn 
better how to deal properly with the 
new risks, gradually reducing them 
to a minimum — knowing full well 
that we can never be 100 percent 
secure.

You have established three busi-
ness areas that exclusively drive 
forward intelligent networking. 
What role do security and data 
privacy play in this?
rené obermann: I take it you 
mean the energy, healthcare and 
automotive areas. Security is right 
at the top of the agenda in these 
areas for a variety of reasons. The 
energy sector is in the middle of a 
transition phase, triggered among 
other things by the turnaround in 
energy policy. Power grids need to 

become smarter so that the power 
feed from thousands of photovoltaic 
systems and wind turbines can be 
managed. In addition to the trans-
port network for electricity, a data 
network is being set up in which 
important information is exchanged 
between producers and consumers. 
We have to safeguard these new 
networks and data. At the end of the 
day, the energy networks are critical 
infrastructure.  
    
And what is the situation in 
healthcare?
rené obermann: Data privacy 
is especially important here. It is 
frequently used as an argument 
against networking. The healthcare 
industry is therefore still fi nding it 
diffi cult to harness the advantages 
of networking. However, whether 
patient data is better collected in 
suspension fi les in medical practi-
ces and hospitals or in medical of-
fi ce information systems with often 
insuffi cient security is something I 
would question. As a telecommu-

nications company we implement 
telecommunications, media and 
data privacy law on a daily basis, 
which means we have gained wide-
ranging experience and therefore 
also know how this can be solved in 
healthcare.       
              
So, how can the topic of cyber 
security be dealt with adequately? 
Wolfgang Ischinger: The battle 
against cyber threats can only be 
won by working together. I therefore 
see it as very important from a secu-
rity standpoint to set up a center for 
gathering information. Many compa-
nies are still concealing hacker at-
tacks. They fear it will damage their 
image if the whole world knows that 
they were victims of cyber attacks. 
If they share their fi ndings however, 
they will help others to protect 
themselves better. Conversely, it will 
also help them. 

Munich Security Conference
The Munich Security Conference 
is the most important independent 
forum for the exchange of views by 
international security policy decision-
makers. Each year it brings together 
senior fi gures from all around the 
world to engage in an intensive 
debate on current and future security 
challenges. The Munich Security 
Conference discusses and analyzes 
current security challenges and 
tackles future topics. This includes 
issues such as security in a digitally 
networked world.

C y b E R  S E C U R I T y
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And what’s the situation with 
the state? Should it stay out of 
problem solving?
Wolfgang Ischinger: Trust is abso-
lutely essential to make progress at 
national level. There is an interesting 
area of tension, however, between 
the state and industry. Industry 
would prefer it if the state did not 
interfere in business. When it comes 
to issues of public security, however, 
the state should assume responsibi-
lity. Nowhere do these two positions 
overlap as much as on the topic of 
cyberspace. I can well understand 
that companies may fi nd it diffi cult 
to disclose cyber attacks. However, 
what we know and learn then is not 
enough. Without information, inno-
vation in the battle against cyber 
attacks will become more diffi cult 

than it is already. We therefore 
have to urgently adopt common 
approaches. 

How does Deutsche Telekom 
feel about providing information 
openly?
rené obermann: We handle the 
information very transparently and 
report attacks on our systems. 
There were massive hacker attacks 
on our systems between September 
3 and September 6, 2012. We had 
the situation under control at all 
times and were also able to identify 
the data center where the cyber 
attack originated. We also pass 
on such information to the Federal 
Offi ce for Information Security (BSI) 
or providers of security software as 
this helps prevent the worst from 

happening in other companies. We 
therefore need a cyber security alli-
ance with participation from all sec-
tors. More than 70 percent of critical 
infrastructure is privately owned. We 
have to work together in the private 
sector, be open and honest in our 
dealings with one another and learn 
from each other. The cyber security 
alliance initiative (Allianz für Cyber-
Sicherheit), which was launched by 
the Federal Offi ce for Information 
Security and the German industry 
association BITKOM in 2012, is a 
move in the right direction. We are 
actively involved in this. 

What form should such an 
alliance take?
Wolfgang Ischinger: We approved 
a policy paper at the end of the 

Cyber Security Summit in which the 
participants established that what 
was being done previously needs 
to be more closely dovetailed in the 
future and that stakeholders from 
industry, politics and society need 
to be networked more effi ciently 
across sectors. An urgent task for 
such an alliance—ideally under the 
guidance of the Federal Govern-
ment and as a joint initiative of 
industry associations—is to set up 
a platform in which all branches of 
industry and companies of all sizes 
can get involved. 
Such a forum will allow fi ndings on 
attack scenarios to be transferred 
openly and quickly between the 
members. 

Cyber Security Summit
At the invitation of the Munich Security Conference and Deutsche Telekom, the Cyber 
Security Summit was held for the fi rst time in 2012. The summit brought together 

leading personalities for the fi rst time to discuss the threat l
evel and structures of cross-functional and cross-sector 
collaboration. The conference generates valuable synergy 
effects between industry and security policy. The participants 
from industry, science and security agencies defi ned priority 

areas for greater security on the Internet and improved protection of modern infor-
mation and communications infrastructures. These included how crime, industrial 
espionage and sabotage from the Net can be contained.

C Y B E R  S E C U R I T Y
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“The exciting thing about our work is that on any 
given morning we can’t really tell what the day 
holds for us. The really critical security incidents 
are always the first of their kind. To resolve them, 
we have to constantly realign our defenses,” says 
Bernd Eßer as he sums up the core competency 
of his team. The experienced security expert has 
headed Deutsche Telekom’s Cyber Emergency 
Response Team (CERT) for two years. Together 
with his colleagues he is in the frontline when 

hackers uncover vulnerabilities or cyber criminals 
organize attacks.

That is what happened on November 3, 2011, 
when the FBI informed him that the computers of 
tens of thousands of Telekom customers might be 
infected by the DNSChanger malware. “The call 
came on a Monday evening,” recalls Eßer. “We 
had to assume that the DSL customers affected 
would be offline the following morning. When a 
situation like this occurs, companies need a unit 

that can get all the relevant parties around the 
table in the shortest time possible in order to find 
effective solutions to help customers.”

ongoing reconnaissance
The Cyber Emergency Response Team is that 
unit. On call around the clock, this team of 
security experts in various fields ensures that the 
information and network technologies of the  
Deutsche Telekom Group will continue to work 

Rapid response team
Deutsche Telekom’s CErT coordinates the management of security incidents for all of the Group’s information  
and network technologies.

Every day the Cyber Emergency response Team (CErT) receives ten messages detailing new vulnerabilities that have to be checked.
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reliably even in an emergency. In addition to the 
highest level of technical expertise, the CERT em-
ployees offer in-depth knowledge of the business 
areas and work procedures of the Group. This is 
the only way they can reliably assess how likely it 
is that a newly discovered technology vulnerabili-
ty will jeopardize Telekom or its customers. 

CERT receives on average ten messages 
every day detailing new vulnerabilities that are 
scrutinized in terms of their relevance for the 
Group. The most productive external sources 
are government agencies and CERTs in other 
companies. The security experts at Telekom 
maintain highly developed networks with Internet 
service providers and other telecommunications 
companies in all parts of the world. It is already 
established practice, especially in Europe, to 
warn each other as soon as it becomes known 
that the systems of the other party have attracted 
the attention of attackers.

Additional knowledge is made available 
to CERT employees by law enforcement and 
government authorities. The information from the 
German Federal Offi ce for Information Security 
(Bundesamt für Sicherheit in der Informations-
technik – BSI) is particularly helpful as it conveys 
fi ndings in relation to threats that develop initially 
in other sectors of the economy before becoming 
evident in the telecommunications industry. 
However, important information is also available 
from internal sources. Apart from the Board, it is 
primarily the Press Offi ce that disseminates news 
from journalists and often also from consumers. 
Deutsche Telekom’s CERT has also developed 
its own input channels, which can be used by 
all to report security incidents via e-mail (cert@
telekom.de). 

Among their everyday tasks, Bernd Eßer and 
his employees evaluate sources such as Internet 
forums or Twitter in which different hacker com-
munities share their knowledge of vulnerabilities 
and their potential exploitation. But that’s not all. 
In order to be the fi rst where possible to uncover 

vulnerabilities, CERT regularly checks all of the 
Telekom Group’s portals and systems that are 
accessible on the Internet.

Incident management
If a vulnerability is uncovered that poses an imme-
diate threat to business operations, the incident 
management process is initiated. CERT puts 
together a task force of capable colleagues who 
are responsible for using the affected systems.  
Suppliers and partners are also often required 
to become involved. This was the case in April 
2012 when a critical security breach in the WLAN 
operation of several DSL routers became known. 
The task force included personnel from Sales and 
Product Development, Procurement and Logistics 
through to Customer Service, which installed and 
maintained the equipment. 

“When a number of different affected parties 
sit together around a table and each one under-
standably focuses primarily on his or her area of 
responsibility, our task is to defi ne the required 
steps precisely and push through their implemen-
tation,” explains Bernd Eßer, head of CERT at 
Deutsche Telekom. “We often have to convince 
the parties involved that they have to shorten their 

established process paths considerably so that 
we can get to grips quickly with the incident.” 

Eßer sees the 2012 router incident as a prime 
example. The fi rmware of the relevant products 
had to be updated in order to resolve the security 
breaches. This is a task that normally involves 
several weeks of development, approval and 
delivery cycles. “Together we completed the job 
in three days. I can still remember clearly that 
hardly anyone expected us to respond so quickly 
on becoming aware of the vulnerability.” The 
incident clearly shows, says Eßer, how important 
it is to respond fl exibly to avert danger. “The 
Cyber Emergency Response Team had the task 
here to defi ne clear requirements and involve 
all partners in accordance with their strengths. 
This sometimes involved reinventing ourselves in 
order to avert potential damage.”

for emergency assistance, e-mail 
cert@telekom.de at any time to report 
security incidents.

“When a risk arises, companies need a unit that 
can get all the relevant parties around the table in 
the shortest possible time in order to fi nd effective 
solutions.”

bernd Eßer 
is head of Deutsche 
Telekom’s CERT

Agenda
The CERT security experts

■   coordinate management of critical 
security incidents;

■   determine and assess threats to the 
Group’s core technologies;

■   assess and distribute security warnings 
and recommendations for action;

■   audit security architectures and pro-
cesses as well as system landscapes 
that are exposed to increased potential 
danger from the Internet;

■   scan vulnerabilities in portals and 
systems that are accessible over the 
Internet.



The incident created a major stir around the globe. It resulted from a type 
of cyber criminality, which up to the time of its discovery by the FBI had 
not been regarded by anyone as a potential threat. Over a period of more 
than seven years, a group of Estonian hackers infected some four million 
computers with the DNSChanger malware. DNSChanger allowed the cyber 
criminals to manipulate the Domain Name Systems (DNS) of the compu-
ters. Their business model involved redirecting the hijacked computers 
to prepared Internet sites when users called up particular portals that all 
generated high advertising revenues. The Estonians replicated the portals 
and substituted the advertising banners for those they marketed themselves. 
The lucrative business allowed the hackers to operate two large computer 
centers in Detroit and New York, where they used the 1,600 servers available 
to them to manipulate the infected computers.

The limits of feasibility
Once the FBI had detained the hackers in November 2011, the U.S. Federal 
Police found out that the computers infected with the DNSChanger malware 
would no longer be able to access the Internet 
if the data centers were shut down.  Deutsche 
Telekom’s CERT learned of the facts on Novem-
ber 3, 2011. The FBI informed Telekom’s security 
experts by phone that the Detroit data center was 
to be shut down during the night. The callers 
requested Deutsche Telekom’s assistance to re-
direct the entire data volume to secure servers in 
New York. The provider would have to intervene 
in the DNS confi guration of the affected compu-
ters for this purpose. Since this was incompatible 
with German law, CERT decided together with 
Group Privacy not to comply with the request. 
CERT therefore had to assume under these 

circumstances that tens of thousands of customers ran the risk of no longer 
having Internet access the following morning. Information and help texts 
were produced during the night for all call centers as well as briefi ngs for the 
department heads in Customer Service. Crisis management did not have 
to be activated however since the FBI had found another provider by the 
morning to redirect the traffi c.

rapid test sets precedent
Notwithstanding this, another task now had to be resolved. The FBI reques-
ted providers worldwide to remove the malware from the infected customer 
computers within three months. In order to reach as many Internet users as 
possible, Deutsche Telekom’s CERT developed a user-friendly, reliable rapid 
test together with the German Federal Offi ce for Information Security and 
the Federal Criminal Police Offi ce. Users could go to www.dns-ok.de and 
check at the click of a mouse whether their computers were infected with the 
malicious code. In addition, the website provided assistance on disinfec-
ting the computers. Thanks to intensive media work, with CERT involving 

Telekom’s press department, the rapid test was used 
more than 22 million times. On the fi rst day alone, 
Telekom counted 10 million hits. Moreover, the rapid 
test set a precedent. Fifteen countries adopted it as 
best practice for developing similar tests. 

Parallel to this, Telekom was able to identify 19,000 
of its own customers who had captured the malware. 
These customers were then informed via e-mail how 
to remove DNSChanger. The rapid test and the direct 
customer mailing achieved the desired effect. When 
the FBI fi nally shut down the New York servers at 
the start of July, there was no increase in customer 
requests regarding faulty Internet access.

DNS Changer

The online rapid test helped 19,000 Telekom custo-
mers to remove DNSChanger from their computers.

When four million computers worldwide were infected with malware, Deutsche Telekom, the German federal offi ce for Infor-
mation Security (bSI) and the federal Criminal Police offi ce developed a rapid test to allow users to check their PCs online.

C y b E R  E M E R G E N C y  R E S P O N S E  T E A M
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Preprogrammed vulnerability
Mr. franck, as an expert and mem-
ber of Telekom’s Data Privacy 
Advisory Council, how do you rate 
the quality of critical vulnera-
bilities? Has anything changed 
compared to previous years?
Peter franck: My most striking 
observation relates to the almost 
universal presence of exploitable 
vulnerabilities in practically every 
type of technical system, be it IT sys-
tems or communications systems, 
mobile devices or microcontrollers, 
vehicles or industrial facilities.

What does this mean for the users 
of these systems?
Peter franck: Users have to 
acclimatize themselves to a variety 
of vulnerabilities. It can be assumed 
that every system has been com-
promised if compromising appears 
worthwhile for any moderately 
skilled attacker. I would therefore 
predict that the currently prevailing, 
totally unrealistic confi dence in elec-
tronically implemented functions 
will be sustainably undermined.

What are attackers particularly 
interested in?
Peter franck: That depends to a 
large extent on the attacker’s moti-
vation. Some hackers just want to 
play for example. They often inform 
the operators about their fi ndings. 
If there is a commercial or criminal 
motivation behind the attack, then 
this involves the maximum achie-
vable gain. Politically motivated 
attackers use attacks more as a 
means of protest while with institu-
tional attackers it’s generally about 
gaining an information edge or a tar-
geted disruption. The risk therefore 
has to be assessed individually for 
every unit in question based on the 
possible attacker groups and their 
alleged interests.

Should the affected companies 
alter their defenses?
Peter franck: Companies would be 
well advised to get to grips with the 
material, since practically everyone 
is affected. To view this purely as 
a defensive task is not suffi cient 
in my opinion. The vulnerability of 

technical systems is virtually prepro-
grammed by the prevailing industry 
standards. This should therefore 
be considered when planning and 
developing systems. Subsequent 
networking of formerly autonomous 
systems should be approached with 
great caution. I would recommend 
using verifi able systems exclusively 
in especially critical units.

for which companies does it make 
sense to establish a CErT?
Peter franck: A CERT always 
makes sense if the business model 
is highly dependent on the avai-
lability of information technology 
systems and the level of intercon-
nection of these systems is high. It 
is suitable in principle for limiting 
or even preventing operational 
interrupts as a result of induced 
disruption of technical systems.

Chaos Computer Club (CCC) 
Germany’s Chaos 
Computer Club 
(CCC) was found-
ed by hackers. 
The information 

society, it claims, requires “a 
new human right to unhindered 
global communication.” That is 
why the club “advocates cross-
border freedom of information 
and deals with the effects of 
technologies on society and the 
individual.” Membership is open 
to all who can identify with these 
objectives. A registered society 
under German law, the CCC is 
based in Hamburg. It was foun-
ded to give hackers a platform 
and to report on activities. Peo-
ple who are active in the CCC 
do not need to be members.

Peter franck 
has been a member of the Chaos Computer 
Club for some 30 years. His professional 
focus is on the development of electronics, 
software and procedures. He also worked 
for many years as a technical expert. Peter 
Franck has been primarily involved in the 
area of data recovery in recent years.



Competent consulting
Deutsche Telekom’s CErT explains current cyber 
threats to employees and customers.
Deutsche Telekom’s Cyber Emergency Response Team (CERT) protects 
the Group and its customers against threats from the Internet. One of its 
key tasks is advisory management. The CERT experts analyze the current 
threat situation around the clock and based on their analysis draw up 
security warnings and recommendations for action. The total number of 
security warnings issued in 2012 was 1,120—the same high level as in 
the two previous years. Many of these cases address vulnerabilities that 
can lead to denial-of-service attacks or drive-by infections. Looking at the 
operating systems, there appear to be no significant differences between 
the market leaders Unix and Windows. While 48 percent of vulnerabilities 
related to Unix platforms, the figure for Windows systems was 43 percent.

Preventive investigations
Threat radar plots development of business-critical 
cyber threats.
Availability is one of the central quality factors in cloud computing. Cloud 
providers are investing significant resources in the disaster recovery of 
their systems to prevent possible data losses and loss of service. Telekom 
certainly does so  by providing a second data center alongside every 
cloud data center to take over its operation should the need arise. The idea 
that disaster recovery systems might in turn fail was regarded as a purely 
theoretical until 2011. However, after several incidents with international 
competitors, the topic has acquired a new dimension.

The changing risk situation is also reflected in the so-called threat radar, 
which Deutsche Telekom CERT uses to illustrate the development of cyber 
threats (see chart). The radar supplies reliable information for assessing 
the business risks that cyber threats pose. Preventive investigations allow 
Telekom to plan the necessary security measures in advance and imple-
ment them precisely.

The radar image depicts the proximity of a threat and the possible points 
of attack. The special risks associated with a potential threat identified on 
the radar are then clarified by Deutsche Telekom’s CERT in a risk portfolio. 
The risk portfolio explains the key findings of the risk analysis underlying 
the radar and provides detailed information on the potential damage. In ad-
dition, the risk portfolio quantifies the probability that attackers will exploit 
an existing vulnerability.

-

� Fortsetzung von Seite 14 – Telekom CERT: Computer Emergency Response Team 

Sc
ha

de
n

Wahrscheinlichkeit

Gering

Mittel bis gering

Mittel

Hoch bis mittel

Hoch

Telekom clientsTelekom and clients

t1 Aktive Ausnutzung bekannter Schwachstelle

t2 Schwachstelle vorhanden und Ausnutzbarkeit nachgewiesen

t3 Schwachstelle vorhanden und theoretisch ausnutzbar

1  Advanced persistent threats
2  Spear Phishing gegen DTAG
3  Mobiler Schadcode 
4  Angriffe auf mobiles Banking

5  DoS auf DNS Infrastruktur
6  Angriffe auf DSL Router
7  Recovery Fehler bei Cloud Diensten
8  Shitstorm / „Empörungswelle“

t3 t2 t1

Risikoportfolio Threat radar

1
7

3
3

4

4

2
8

2

8
5

5

6
6

17

Threats
1 Advanced Persistent Threats (APT)
2 Spear phishing against Telekom employees 
3 Mobile malware
4 Attacks on mobile banking
5  Denial-of-service attacks on DNS 

infrastructure
6 Attacks on DSL routers
7 Loss of cloud services
8 Shitstorms

Development stages
t1  Active exploitation of known vulnerability
t2  Vulnerability exists and exploitability has 

been proven
t3  Vulnerability exists and can, in theory, be 

exploited

C y b E R  E M E R G E N C y  R E S P O N S E  T E A M
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Risk management in Sales
The round table on Security at the Workplace 
checks data protection and data security at 
Telekom sales partners.

Various external sales partners support Telekom in marketing 
its products to customers. Existing customers are also advised 
of new products and existing contracts are extended via these 
channels. These external partners must comply with the same 
high data privacy and data security requirements as Telekom 
itself. Unfortunately, some partners or employees of these part-
ners do not adhere to the strict requirements. To examine these 
cases, take legal action where necessary or initiate preventive 
measures, a “Security in Sales” roundtable was set up in 2010.

This internal advisory and information body meets every two 
weeks. The members discuss sales-related cases of fraud, such 
as commission fraud or the use of unauthorized sales partners, 
and assess these from their own perspective. These cases gene-
rally result from unauthorized data processing and data usage 
over and above the contractually agreed purposes. A decision 
is then made at roundtable sessions on which options exist to 
proceed legally against such contractual partners. Members of 
the roundtable come from areas such as Group Security, Group 
Privacy, Compliance, Legal Affairs as well as the Sales units. 
They also develop criteria for sanctions and ensure that Telekom 
learns from cases of fraud for the long term and closes any 
gaps. In this connection, the roundtable makes recommenda-
tions on sanctions and countermeasures.
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Fall campaign
Denial-of-service attacks are increasingly powerful.

The Domain Name System (DNS) is one of the most attractive targets for 
attack in cyberspace, and not without good reason. By assigning website 
names such as www.telekom.de to IP addresses, DNS constitutes the 
technical communication backbone on the Internet. Against this backdrop, 
handling DNS attacks is part of an Internet provider's everyday business.

The pressure of attack escalated further once more in fall 2012. Apart 
from classic denial-of-service (DoS) attacks that attempt to bring servers to 
their knees with a fl ood of simultaneous requests, so-called refl ected denial-
of-service attacks were also occurring increasingly. Instead of adopting the 
usual approach and setting up a botnet with thousands of computers, this 
type of attack uses regular DNS servers in the Internet to attack the actual 
targets indirectly via these servers.

A number of Deutsche Telekom’s DNS servers were exposed to a massive 
attack of this kind at the start of September. The Group’s Cyber Emergency 
Response Team (CERT) prevented the failure of the infrastructure and suc-
cessfully fended off the attackers. The team used a special security platform 
in order to analyze the attack and render it harmless. Computers in the data 
center of a German hosting provider were identifi ed as the origin of the 
attack. The progress of this attack shows that providers have to cooperate 
more intensively in order to jointly ward off cyber attacks.

Matter of trust
Telekom keeps out potential 
attackers of T-online user 
accounts.
An increasing number of hackers are abusing the 
trust enjoyed by Internet users in order to use web portal 
offers on their behalf. This comparatively modern type of 
attack is referred to as cross-site request forgery (CSRF). 
Telekom received an external report of CSRF vulnerabilities in 
T-Online’s e-mail center in 2012, as a result of which potential 
attackers would have had the opportunity, among other things, to 
delete e-mails. T-Online users would have logged on to the portal 
and during the current session accessed a website that had been 
prepared with malware which would then have controlled the deletion 
process. Deutsche Telekom resolved the vulnerability as soon as it 
became aware of it. A transaction-related security feature—a so-called 
CSRF token—was installed on the affected portal pages, preventing 
such attacks.

Sweet temptation
Honeypots provide access to the enemy’s 
knowledge.

Attackers are constantly discovering new resources for 
perfecting their art, and threats to the Internet industry are 
changing just as quickly. Deutsche Telekom uses a multi-level 
early warning system to promptly investigate the enemy’s ca-
pability. One of the central elements of this is what are called 
honeypots. These are systems that fake vulnerabilities in 
order to attract attacks and allow them to be analyzed. Deut-
sche Telekom operates 91 virtual traps of this type worldwide 
with up to 400,000 attacks a day registered on them in 2012.

All honeypots work in isolation from Deutsche Telekom’s 
actual infrastructure. The Group’s infrastructure is therefore 
not at risk of being compromised. A number of honeypot 
systems are self-learning so that unknown attacks can also 
be recorded and investigated. Thanks to this reconnaissance 
work, Deutsche Telekom can gather reliable information on 
how the threat situation is changing and how the Group must 
continue to develop its defense mechanisms.

Deutsche Telekom’s 
honeypot systems

91

Individually simulated 
vulnerabilities

872,000

Source: Deutsche Telekom

Malicious 
codes

11,628
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There’s no question of Deutsche 
Telekom bringing “banana pro-
ducts” to market whose data privacy 
and security only mature — or ripen 
— once they’re with the customer. 
Instead, privacy and security by 
design is the guiding principle. 
Assurance of this has been 
provided since 2010 by the Privacy 
and Security Assessment process, 
which has evaluated in excess of 
4,000 development projects for IT 
systems and products. The PSA pro-
cess ensures that future solutions 
are weighted according to criticality 
even before a project begins so as 
to ensure an adequate data privacy 
and data security level subsequent-
ly during live operation.

Deutsche Telekom developed 
a simple questionnaire especially 
for the PSA process. It provides an 
analytical framework for determin-
ing the degree of criticality of all 
new developments. Using this 
methodology, projects are catego-
rized as A, B or C according to their 

relevance in terms of data privacy 
and data security. Category A refers 
to complex development projects 
that are most critical in terms of data 
privacy and data security. Support, 

consulting, testing and approvals for 
such projects are provided directly 
by experts from Telekom’s Data 
Privacy, Legal Affairs and Compli-
ance Board (DRC) department. 

Managing the connected 
home easily and safely
Around a third of all development 
projects are currently classed as ca-
tegory A, with more than 600 such 
projects recorded in 2012 alone. 
Among these A projects is the Con-
nected Home, for which Telekom 
has developed the infrastructure 

platform Qivicon. The centerpiece 
of this platform is the Qivicon Box, 
which users integrate into their 
home network and which they use 
to control numerous actuators and 
sensors via smartphone, iPad or PC. 
Users load apps onto their Qivicon 
Box from various manufacturers 
and providers such as Eon, Miele 
or Samsung, with whom Telekom 
collaborates in the Connected 
Home project.

For example, room temperatu-
res can be monitored by links to 
thermostats, or roller shutters safely 
opened or closed remotely via the 
Internet. Some systems even regis-
ter attempts to open blinds from 
the outside and forward notifi cation 
to previously defi ned recipients. 
The connected home also enables 
monitoring of power consumption 
with smart metering. And as soon as 
smart grids become available, con-
sumers will also be able to reduce 
their electricity costs, for example 
by adjusting their suitably fi tted wa-
shing machines or dishwashers via 
an app that switches them on at a 
time when little energy is being con-
sumed and the price of a kilowatt 
hour is particularly favorable.

While partners are themselves 
responsible for the security of their 
apps, Telekom has to ensure that 
different manufacturers' apps are 
cleanly separated from each other 
on the customer’s Qivicon Box. This 

Safety fi rst 
It’s never too soon to start looking at data privacy and data security. That is why Telekom assesses the criticality of 
every system or product development with respect to data privacy and data security at an early stage and ensures 
appropriate consulting and testing. After all, solutions such as the connected home require the best possible 
protection. by Thomas Tschersich, Senior Vice President Group Cyber and Data Security at Deutsche Telekom.

P R I vA C y  A N D  S E C U R I T y  A S S E S S M E N T

Property owners can control actuators and sensors in the future in the connected 
home using mobile devices or the PC. The central control element must ensure that 
sensitive data does not fall into the wrong hands.

About the author

Thomas Tschersich is Senior Vice President Group 
Cyber and Data Security at Telekom. An electrical 
engineer, he was placed in charge of IT security and 
information protection in 2000. Prior to his present 
job he was responsible for technical security servi-
ces. Since 2001 he has dealt in an advisory capacity 
with all manner of technical security inquiries for 
federal and state ministries and public authorities.
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is the only way to ensure that sensi-
tive data does not fall into the wrong 
hands. Apart from personal data, 
consumption data and cost data, 
the Telekom solution also protects 
security-related information such as 
activation times of roller shutters or 
activation of alarm systems. 

Establishing security 
precautions in early 
project phases
A good deal of work was required to 
identify and implement the appropri-
ate requirements for data privacy and 
data security. A consultant from each 
of the Telekom Group IT Security 
(GIS) and Group Privacy (GPR) units 
has supported the Connected Home 
project from the fi rst draft of the idea 
to the development of showcases for 
Cebit 2012 and IFA 2012 through to 
the current pilot stage. They advised 
the developers on solution design 
and raised awareness of the special 
risks associated with this project. 
The support is to continue until the 
release for live operation. During this 
time, the product will continue to be 
put through its paces. 

Product developers had to pay 
special attention to the option 
allowing users to use the Qivicon 
Box to control information from 
different apps. In technical terms, the 
strict client separation or multi-client 
capability had to be anchored in the 
design. 

Furthermore, developers had to 
observe all relevant provisions of 
the German Telecommunications 
Act (TKG) and Telemedia Act (TMG) 
and were required to encrypt all 
communication fl ows from Qivicon 
without exception. Last but not least, 
the users must remain the owners of 
their own data. Customers are there-
fore given several alternatives for 
storing and managing their data and 

apps, be it via local backup, e.g. on a 
USB stick or in the Telekom cloud. 

As with every development 
project, the security experts worked 
on the basis of the standardized data 
privacy and security concept. In ad-
dition, GIS and GPR clarifi ed specifi c 
issues individually with developers 
as no standardized requirements 
set or blueprints existed as yet for an 
innovative project of such complexity 
as Connected Home. Nevertheless, 
experience from projects of a similar 
thematic nature, such as Smart 
Metering, were incorporated in the 
planning of data privacy and security 
measures. Qivicon Box and Connect-
ed Home have since successfully 
completed the initial pilot phase 
with the result that the second pilot 
project can start as envisaged in 
early 2013. 
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No product without a green light
Documentation of the data privacy and 
data security status is produced on the 
basis of the standardized data privacy 
and security concept (SDSK). The SDSK 
is maintained over the entire lifecycle 
of a product. It not only contains all 

information from the product description to subsequent 
enhancements but also the release status of the individu-
al development steps. No product is brought to market 
unless all essential lights are on green. With category 
A projects, security experts literally have a right of veto 
up to the last minute if important data privacy and data 
security functions are missing.

Data security category A, B or C?

  Category relevance / Level of support / Approval Distribution by percent

■   High relevance, as projects are complex and/or critical.
■   The project is supported, advised and approved directly by security 

and/or data privacy experts from GIS and GPR.

■   Relevant, but projects are less complex with less sensitive data.
■   Standard requirements are implemented by the project teams them-

selves, with support from local security organizations if required.
■   Approval is given through a self-declaration by the project manager and, 

if appropriate, is reviewed by local security organizations; GIS and GPR 
review these approvals on a sample basis.

■   No changes or generally irrelevant. 
■   The projects do not result in any changes relevant for security 

and/or data privacy.  
■   No approval is required; GIS and GPR review the project 

categorizations on a sample basis.

A

B

C

25%

37%

38%



New projects with enhanced 
PSA process

The PSA experts also have a number of other 
tasks to accomplish in 2013. Many new cate-
gory A projects are due to commence while a 
number of ongoing projects are coming to an 
end or being enhanced comprehensively. They 
include the Business Marketplace for small and 
midrange enterprises, the continued expansion 
of the 4th generation LTE (Long Term Evolu-
tion) mobile network, and the transmission of 
television programs to tablet computers as part 
of “Entertain to go.”
In the meantime, Deutsche Telekom has further 
enhanced and improved the PSA process, 
for example by revising individual tools and 
documents, enhancing training concepts and 
including resources such as simple checklists 
for project managers and system administra-
tors. Moreover, new requirements with respect 
to data privacy and data protection had to be 
integrated. Last but not least, the experts deve-
loped a workfl ow tool to guide users through 
the PSA process without media discontinu-
ity—with the development of this tool being 
categorized and tested of course according to 
the PSA process. 

Data privacy and data security 
as design criteria

While the effort required at the beginning of a 
development project seems higher than before 
since the introduction of PSA, consistently 
structured work practices are now possible 
thanks to the early incorporation of data privacy 
and data security, with the result that expen-
sive reworks are a thing of the past. Deutsche 
Telekom is following the only correct path: data 
privacy and data security are critical design 
criteria. Because data protection and security 
advisors are involved right from the initial 
project draft, their work is more structured 
and transparent. End customers and business 
customers benefi t equally from a suitable level 
of data privacy and data security as is ensured 
by the standardized PSA process model.

Integrated security
The PSA process is integrated in the 
Telekom development processes. At the 
decision gates between each process step, 
a decision is made on whether the next 
process step is to be taken. This requires an 
explicit gate decision by the responsible 
management. The PSA process is linked to 
the decision gates at the start of the project 
and at the launch of live operation. At the 
start of the project, in the idea generation 
phase, the project is categorized in terms of 
its security and data privacy relevance. At 
the end of the implementation phase, i.e., 
before the launch of live operation, the PSA 
process must have been completed suc-
cessfully. As such, all necessary approvals 
must be in place. If live operation is subject 
to certain conditions, the resulting measures 
must be implemented by the time the project 
is completed. If GIS and GPR are not directly 
involved in consulting the project, the quality 
and effectiveness of the PSA process are 
tested on a sample basis.

Initial idea Preliminary study Design Implementation Operation

Release

Self declaration / Review by  
local security organizations

Project consulting concerning SDSK

Creation of standardized security  
and data privacy concept 

Assign consultant  
and define requirements

Random samples Random samples

Random samples

Identification of requirements

Creation  
of standardized security and data privacy concept (SDSK)

A

B

C

Gate: Start of project Gate Gate Gate: Start of live operation
Categorization

The PSA process at a glance
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Regardless of whether denial-of-
service (DoS) attacks, hacking, 
phishing or mass spam, whenever 
Telekom is confronted by a cyber 
attack, the Cyber Emergency 
Response Team (CERT) involves 
the busines crime law department 
following initiation of preventive 
emergency measures. If, following 
careful examination of the facts, the 
legal experts fi nd initial grounds for 
suspecting a punishable offense 
they immediately contact the 
investigating authorities and fi le 
a criminal complaint — generally 
against unknown persons since 
the potential offender can rarely be 
identifi ed directly in the virtual world 
of the Internet. 

Quick action is critical since the 
offenders only leave digital tracks 
of their attacks, if any at all. This 
would typically be IP addresses of 

servers as well as the date and time 
of the attacks. The problem with this 
is that as long as no prosecution 
is launched by the relevant public 
prosecutor’s offi ce, such evidence is 
subject to the same legally defi ned 
retention periods as data recorded 
under non-criminal circumstances, 
in other words for a maximum of 
seven days. If this period expires 
before a criminal complaint is fi led, 
all data relating to the origin of the 
attack is deleted. 

If Telekom has fi led the crimi-
nal complaint in good time, the 
investigating authorities generally 
approach the regional offi ces for 
special government regulations 
(ReSA) without delay, which as the 
state-mandated authority can eva-
luate the IP addresses on the basis 
of a court order or by order of the 
public prosecutor. Only when the IP 

addresses can be assigned to one 
or more owners can the investigat-
ing authorities perform searches or 
question the owners and witnesses. 
If there are adequate grounds for 
suspicion, the public prosecutor will 
generally bring charges. 

It is especially diffi cult for inves-
tigators if attackers use a botnet to 
carry out their crime. The perpetra-
tors set up illegally operated compu-
ter networks in this case, often using 
private PCs without the knowledge 
of their owners but also compa-
ny mainframes. They smuggle 
malware, such as viruses and Trojan 
horses, unnoticed onto the compu-
ters and connect them together to 
form a virtual network. In this way 
they send spam and phishing mails, 
for example, from these remote 
computers, which then leave behind 
their IP address as “evidence.” 

Cases of botnet attacks are often 
forwarded by the investigators to the 
“Black Hat” investigating team of 
the State Offi ce of Criminal Investi-
gation in Düsseldorf. The Black Hat 
investigators then try to identify the 
individual computers involved in the 
botnet and render them harmless. 
They also try to protect the relevant 
computers from other botnets using 
measures such as fi rewalls and 
virus scanners. 

Criminal prosecution of cyber attacks
Can cyber attacks be prosecuted? If so, how? Telekom has specialists in the area of business crime law who are 
on hand to deal with this.

The German Criminal Code 
(StGB) contains a number of pe-
nal provisions which are relevant 
for cyber attacks. For example, 
§ 303a StGB states that whoever 
unlawfully deletes, suppresses, 
renders unusable or alters data 
shall be punished with imprison-
ment for not more than two years 
or a fi ne. Even the attempt is 
punishable. Mass spams could 
fall into this category. § 303b 
StGB deals with computer sabo-
tage and is the relevant provision 
when it comes to denial-of-ser-
vice attacks. §§ 202a and 202b 
StGB, which penalize data espi-
onage and interception, are the 
basis for prosecuting hacking. In 
cases of phishing, several of the 
aforementioned penal provisions 
may apply depending on the 
scenario. 

If criminal law scrutiny reveals an initial suspicion, Telekom fi les criminal charges, usually against person or persons unknown.
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Comprehensive protection for the cloud
Skeptics are still warning about the data privacy and data security risks associated with cloud computing, even though 
the risks are scarcely higher than in classic IT outsourcing. And any additional risks are certainly manageable.

The advantages of cloud computing 
are undisputed from a business 
perspective while the trend toward 
using industrialized and largely 
standardized IT from software and 
hardware factories continues una-
bated. Fewer and fewer companies 
want to run expensive data centers, 
preferring instead to take standar-
dized IT services from the cloud, 
which is now more cost-effective 
than ever before. With no expensi-
ve upfront investments (CAPEX), 
companies are instead converting 
IT expenditure to running costs 
(OPEX). Moreover, IT resources can 
be procured much more quickly 
than before, which means that com-
panies can respond more fl exibly to 
changing market requirements.

Owing to these fi nancial benefi ts 
of cloud computing, companies are 
set to take the majority of their IT 
requirement from the cloud within 
the next decade. However, while 
private customers in the age of 
social media, online shopping or 
mobile services seem less and less 
concerned about the protection and 
security of their data, many corpo-
rate clients do not trust the cloud 
providers quite so completely. They 
fear that their data will no longer be 
secure with cloud computing and 

access to the data — in other words 
availability — will suffer. This skepti-
cism is understandable since data 
is now the new oil in the gears of our 
economic machinery. Data and its 
effi cient usage are critical factors for 
the success of companies. Data is 
valuable in its own right and should 
not be squandered recklessly by 
companies.

few new risks with 
cloud computing

The public debate on cloud security 
often does not differentiate between 
the so-called public cloud and 
highly secure private clouds as 
offered by Telekom. It may be too 
much to speak about business as 
usual. But for serious providers like 

Telekom, which has been process-
ing customer data for many years in 
the context of classic outsourcing 
and steadily driving forward the 
development of cloud computing 
in a pioneering role, topics such as 
protection against data abuse or 
data loss are not at all new. Telekom 
experts are constantly striving to 
minimize the external and internal 
risks of cloud computing. Telekom 
addresses this task holistically, 
checks all possible sources of 
danger and introduces protection 
measures in a structured way. It’s 
not simply about using what is 
technically feasible. Cloud users 
and providers reduce the risks of 
cloud computing signifi cantly by 
taking procedural safeguards as 
well as technical safeguards in 

Telekom is extending its existing 
data center in Magdeburg, which 
will form a twin data center for 
cloud services together with a 
new data center in biere.
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various areas in close collaborative 
partnership. Telekom has develop-
ed a security topology for this 
purpose, covering twelve task areas 
that should be observed by every 
company in the interest of securing 
their own data and applications in 
the cloud. 

And Telekom has again increas-
ed the existing very high level of 
data privacy and security in its own 
data centers for its cloud services. 
Extended risks in the cloud include 
data loss and data espionage, for 
example, or hosting of IT on an 
infrastructure that a company or 
a private individual shares with 
others. The risk of data loss can be 
overcome by mirroring data centers. 
Virtual Local Area Networks (VLAN) 
are used to separate clients running 
on the same physical servers. They 
prevent a customer from accessing 
applications or data of another 
customer in the data center. Accor-
dingly, each computer has precisely 
as many separate access channels 
as there are customers set up on it. 
Access channels and/or networks 
are completely isolated.

ISo certifi cation and IT 
baseline Protection Catalog

Companies should therefore pro-
ceed with caution when selecting a 
cloud provider and agree an abso-
lutely high service level. Any provi-
der who does not offer transparency 
regarding risk provisioning inspires 
little trust. And without trust in the 
cloud provider, companies would 
do well to consider whether they 
should go to the cloud. 

Anyone who relies on a cloud 
provider should fi rst check the 
provider’s level of certifi cation. How-
ever, here lies the crux of the matter 
at present. Accepted certifi cations 
already exist with the ISO 27001 
standard, including the IT Baseline 
Protection Catalog formulated 
by the German Federal Offi ce for 
Information Security (BSI), which 
focuses on protecting the technical 
infrastructure. Nevertheless, the ISO 

27001 standard does not explicitly 
target cloud computing risks as 
yet. Specifi cations are lacking, for 
example, in relation to networks, 
virtualized routers and switches and 
cloud management but also internal 
handling of risks. Despite this, 
certifi cation under ISO 27001 offers 
an initial starting point for selecting 
the cloud provider. This is also 
confi rmed by the Federal Offi ce for 
Information Security. The standard 
comprises more than 130 elements, 
which among other things specify 
the requirements for manufacturing, 
deploying, operating, monitoring, 
maintaining and enhancing a 
documented information security 
management system. This seems 
like a lot of work, and it is, even for 
specialists like Telekom. 

Because ISO 27001 looks at IT 
security from the perspective of 
processes and workfl ows within the 
company, it highlights the fact that 
IT security also concerns all emplo-
yees and should not just be looked 
at in a purely technical manner. A 
central element of ISO 27001 is the 
implementation of an IT security 
management system (ISMS). This 
requires, for example, that the 
cloud service provider create and 
implement an information security 
policy and have this audited at re-
gular intervals through independent 
expert audits. 

Deutsche Telekom is doing eve-
rything in its power to make cloud 
computing secure. Even internatio-
nal corporations are now entrusting 
their data to Telekom’s cloud data 
centers. And increasingly more 
small and medium-sized enterprises 
are overcoming their reluctance 
with regard to the cloud. They trust 
Telekom’s integral approach to 
security and recognize that it is best 
to have their data managed by a 
cloud specialist.

by Reinhard Clemens, Member of 
the Deutsche Telekom Board of 
Management and CEO of T-Systems
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Secure cloud computing must take the following 
aspects into account:
1.  Administration of identities with roles and rights, endpoint 

security and access control

2. User infrastructure and secure communication in the cloud

3. IT systems in the data center

4. Secure communication within the cloud and service orchestration

5. Protection of IT systems on the part of the service provider

6. Data center security

7. Security organization and secure administration

8. Service management and availability

9. Contract design, process integration and migration

10. Security and vulnerability management

11. Documentation and incident management

12. Requirements management and compliance

The Cloud Security whitepaper illustrates 
how an integral security topology makes 

cloud computing secure.

Secure cloud data centers
Telekom pays special attention to security in its cloud data centers. 
It has therefore created a comprehensive, systematic security 
architecture known as the Enterprise Security Architecture for 
Reliable ICT Services (ESARIS). ESARIS describes the standards 
by which Telekom ensures the security of cloud services in fully 
hierarchical and modular documentation. These standards contain 
all the technical, organizational and process-related measures 
that enable secure, industrialized ICT production. ESARIS takes 
account of all risks of the security topology for cloud computing 
and presents the achieved security level transparently for the 
customer. The methodological approach leaves nothing to chance. 
It guarantees that no element is forgotten or ignored when it comes 
to integrating the customer in the cloud. For this to happen and 
so that the achieved security level is continuously examined and 
enhanced, Telekom operates a comprehensive information security 
management system (ISMS).

Employees monitor not 
only operation of the 
servers in the data cen-
ters, but also the security 
of the data.
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Cloud service scores top 
marks for user friendliness, 
data privacy and security.
Computer Bild magazine rates the 
TelecomCloud the clear winner in a 
comparison test with Apple’s 
iCloud. Both storage clouds were 
put through an extensive test course 
by the magazine in Issue 2/2012. 
The scope of the offering as well 
as its functions were included 

on the test agenda. So were user 
friendliness, rights, data privacy and 
data security. With an overall result 
of 2.47, the TelecomCloud fared 
considerably better than the iCloud, 
which scored 5.00 on a scale of 1 
to 6.

A particularly positive aspect, 
according to the testers, was the 
fact that the TelecomCloud can be 
used with all Internet-ready PCs and 
with all Apple iOS, Android and 

Windows mobile phones. Because 
data exchange with the TelecomC-
loud is fully encrypted, the highest 
score, 1.62, was achieved in the 
Rights, Data Privacy and Security 
test category. The greatest differen-
ces between the tested products 
were revealed in a legal examination 
of the General Terms and Con-
ditions with the TelecomCloud recei-
ving a "Good" rating in this area.

Computer Bild:   Test victory   
                       for       TelekomCloud

Security 
at a glance
Telekom bundles 
know-how about 
security products and 
averting risks in two 
new web portals.

Around 100,000 new types 
of malware emerge each 
day, and numbers are still 
rising. At the same time, 
Deutsche Telekom’s honey-
pots are recording a con-
sistently high level of attacks 
on web portals. The good 
news is that 90 percent 
of attacks can be averted 
by properly maintained IT 
systems. With around 100 
security experts, Telekom 
makes products secure 
for its customers. Telekom 
continues to build on its 
communications work so 
that no targets arise on the 
customer side. Two new web 
portals provide consumers, 
business and corporate 
customers with information 
on relevant dangers and 
effective remedies. While the 
product portal www.telekom.
de/sicherheit provides a ge-
neral overview of the security 
portfolio, the knowledge 
portal www.telekom.com/se-
curity outlines best practices 
for increasing own security. 
Moreover, Deutsche Telekom 
provides the accumulated 
security requirements for 
product development in a 
package on this portal for 
downloading free of charge.

Limitless communications
New technology reliably integrates voice services, 
offi ce IT and conference solutions.

Identical voice services for offi ce telephones, tablet 
computers and Offi ce PCs, free access to videocon-
ferences with smartphone, video phone or telepre-
sence. These scenarios indicate how Telekom pro-
vides employees and partners with ICT solutions that 
optimally support their current tasks. T-Systems, the 
business customer subsidiary of Deutsche Telekom, 
has developed a technology platform for this purpose 
on which the Group’s voice services, offi ce IT systems 
and conference solutions work together securely. 
What previously had to be run separately for data 

security and privacy reasons has now been brought 
together by the new platform in user-friendly solutions. 
For example, Telekom had separated the voice and 
offi ce infrastructure in order to create adequate pro-
tection against interception. In terms of voice traffi c, 
this meant that only telephones, but not PCs, could 
dial in to the voice-over-IP network. Compared with 
this, the individual systems can connect to the new 
integration platform without jeopardizing data privacy 
and data security.
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Europe tries out the real thing
Cyber Europe 2012: 400 experts from 25 countries ward off large-scale 
botnet attack.

Hackers set up an international 
botnet and attack Europe’s 
fi nancial sector with massive 
Distributed Denial of Service 
(DDoS) attacks. This was the 
attack scenario that the Euro-
pean Network and Information 
Security Agency (ENISA) used 
to confront the 400 participants 
of the defense exercise Cyber 
Europe in October 2012. In 
addition to government agen-
cies from 25 member states of 
the European Union and the 
European Free Trade Associa-

tion (EFTA), private companies 
took part for the fi rst time. One 
of them was Deutsche Telekom 
in the role of an Internet Service 
Provider (ISP) that warded off 
attacks against corporate custo-
mers with the assistance of the 
Cyber Emergency Response 
Team (CERT). 

The core task of the security 
experts was to jointly develop 
and implement defense mea-
sures. The key to success was 
setting up close-knit commu-
nication in order to exchange 

information on attack patterns, 
vulnerabilities and solution 
paths across states. The servers 
in the attacking botnet were 
deliberately switched off in a 
concerted action by all national 
CERTs. In total, Cyber Europe 
2012 participants solved more 
than 1,000 security incidents. 
Public and private bodies 
proved their ability to maintain 
operation of the Internet even 
under massive attack. The next 
exercise is planned for 2014.

Security 
from the outset
Telekom has made data privacy 
and security a design criterion for 
its developments, in other words, 
no product reaches the market 
if it does not fulfi ll the relevant 
requirements. The worldwide de-
veloper community has been able 
to examine just what this principle 
means in practice on the Internet 
since September 2012. Telekom 
has published more than 1,300 
technical security requirements 
on its new knowledge portal www.
telekom.com/security that apply to 
the Group’s products and proces-
ses. They range from a general, 
technology-neutral level (how a da-
tabase system can be backed up) to 
product-related requirements, such 

as for MySQL databases in which 
user data is stored. The document 
provides numerous implementa-
tion examples in order to provide 
developers and technical project 
leads with specifi c recommenda-
tions for action wherever possible. 
“We rely on transparency: On the 
one hand, developers should be 
familiar with our requirements from 
the outset. On the other, we engage 
in discussion on the criteria and can 
continue to improve these based 
on internal and external feedback,” 
explains Thomas Tschersich, Senior 
Vice President of IT Security at 
Telekom. Telekom intends to update 
the published security requirements 
twice a year to ensure that the status 
of criteria development is constantly 
up to date. Experts successfully tested warding off 

cyber attacks in Cyber Europe 2012.



One of the key points of this 
initiative is the improvement of 
security measures by operators 
of critical infrastructures, such as 
telecommunications companies or 
energy and water utilities as well as 
Internet providers. In this context, 
the German government wants 
to establish a minimum security 
standard for critical infrastructures. 
Extended mandatory reporting of IT 
security incidents is also envisaged. 
The German Federal Offi ce for 
Information Security (BSI) is to play 
an increasingly important role in this 
regard. Among other things, the 
Federal Offi ce for Information 
Security is to obtain powers to 
test security-related hardware and 
software and the right to publish the 
results.

The dialogue initiated by the Ger-
man government with the different 
industries as well as operators of 
critical infrastructures is an impor-
tant element of the initiative. Such a 
dialogue ensures that the security 
level in individual industries will con-
tinue to develop through an external 
impetus. Only then can a consistent-
ly high security level be achieved 
among the different operators. 

Self-regulation is the best 
way forward given the pace 
of development. 
However, there are also arguments 
against individual legislative 
measures. IT attacks on systems 
in companies and administrations 
are changing and becoming more 
refi ned at an extremely high pace. 
A long legislative process is only 
of limited use for keeping up with 

this rapid pace. It would therefore 
also be conceivable for the different 
companies in a sector to agree on 
commonly high security standards 
in the framework of self-regulation. 

It is also important in this regard 
for operators of critical infrastruc-
tures, in particular, to fi nd ways to 
ensure the security and protection 
levels of their products and services 
throughout the entire lifecycle. With 
this in mind, Telekom introduced a 
Privacy and Security Assessment 
process three years ago. This 
process is mandatory for all of 
Telekom‘s products and services 
and takes account of the concept of 
security by design. Such processes 
could be implemented in every 
company. A law would simply have 
to defi ne the framework for further 
self-regulation. 

It is crucial that IT security 
incidents are published clearly and 

transparently for customers and 
users. Telekom is already practi-
cing this reporting process and 
exchanging fi ndings across sector 
boundaries. For example, Telekom 
informs end customers and users 
of concrete threats using existing 
customer contact channels or 
portals and offers suitable security 
solutions.

How much mandatory 
reporting makes sense? 
And what responsibility 
does the customer have?

It is still unclear what added value 
the mandatory reporting outlined in 
the Federal Ministry of the Interior‘s 
key points offers over existing 
reporting requirements, given that 
appropriate reporting requirements 
have long since been anchored in 

the German Telecommunications 
Act (TKG), the Act Ensuring the 
Provision of Posts and Telecommu-
nications Services (PTSG), the 
Telemedia Act (TMG) and the Fede-
ral Data Protection Act (BDSG). 

An extension of the reporting 
requirement would be diffi cult to 
accomplish in practice. Even now, 
Telekom‘s computer systems are 
attacked more than 100,000 times 
every day. It is questionable, there-
fore, whether it would make sense 
to report all incidents. Telekom 
believes there is further need for 
clarifi cation in this regard. 

In addition, owing to the com-
plexity it cannot be ensured that 
customers are fully informed. The 
responsibility assumed by providers 
but also by customers therefore has 
to be clarifi ed.
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How much regulation is necessary? 
How much mandatory reporting is possible?

The German federal Ministry of the Interior published initial details of a planned IT security law 
in November 2012. Deutsche Telekom welcomes the initiative.

The German government wants to use the IT security law as a common protective 
screen for critical infrastructures.
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Common direction
All of Telekom’s action areas in relation to security management are integrated in a single policy framework. 

This allows the Group to achieve common global security standards and a suitably high level of security.

Do traditional topics such as build-
ing protection or human resources 
security still play a role in the face 
of growing cyber threats? There is 
no doubt that the progressive digiti-
zation of the economy has brought 
its own threats to the data world. 
Nevertheless, digital and physical 
security can in no way be consi-
dered in an isolated way. Rather, 
they infl uence each other and are 
inextricably linked to one another.

Security in cloud computing is 
a prime example. Cloud data is 
obviously not stored somewhere in 
the atmosphere, but in data centers. 
If this data is only protected from 
digital access but not from physical 
access, this is worthless when 
unauthorized persons actually gain 
access to the computers. A virus 
such as Stuxnet, which apparently 
infected the nuclear facilities in 
Natanz, Iran, is excellent proof that 
even high-security systems are vul-
nerable to attack if relevant action 
areas are overlooked. Viruses that 
infi ltrate computers via the USB 
interface do not come from the 
data network. They generally pass 
through the security checks on USB 
fl ash drives that are inserted by 
humans.

The more digitization progresses, 
the more vital it will be for busines-
ses to integrate all security tasks 
in an end-to-end security manage-
ment system. Experts call this the 
convergence of classic security 
and technical security, in other 
words corporate and cyber or data 
security. To respond accordingly, 
Telekom coordinated its Group se-
curity policies in 2010 in a common 
framework. This Security Policy 
Framework covers all key areas of 
security management (see illust-
ration), ranging from information 
security and data protection to con-
tinuity and situation management 
to personal and event protection. In 
2012 the Group intensifi ed its focus 
on the Group-wide aspect — the 
third dimension of the governance 
model.

Security as a business 
enabler
To implement the policies success-
fully, Group Headquarters needs to 
make sure that they are transferred 
to the individual corporate units with 
good judgment. In order to achieve 
sustainable security management, 
the current development status of 

the subsidiaries has to be taken into 
account. Depending on the size, 
situation, business model and level 
of experience, careful modifi cation 
must be possible in order to strike a 
proper balance between the appro-
priate security level and economic 
performance.

For example, newly acquired 
companies should be given a 
fair chance to grow organically 
into the security framework. It is 
essential, especially with smaller 
companies, to maintain a sense 
of what is actually feasible while 
appreciating the need to agree a 
transparent approach with binding 
implementation steps in which 
minimum standards are formulated 
that can gradually be extended 
until the companies fully comply 
with Group policies. This allows us 
to adapt all standards in a way that 
is compatible with the business 
and to avoid security management 
that only exists on paper. If security 
management has a self-conception 
as a business enabler and if it is 
accepted as such in the company, 
business areas can be developed 
without neglecting security.

Group Security is in constant 
contact with security offi cers in 
the individual corporate units. 
The goal is to establish a mutual 
learning process at eye level. We 
use the expertise of all parties in 
order to continuously enhance 

both the policies and individual 
measures. In accordance with ISO 
standard 27001, based on which 
Deutsche Telekom’s central security 
management system has been 
certifi ed since 2010, we control the 
life cycles of our regulations and 
activities based on the Plan-Do-
Check-Act process. 

Managing life cycles 

Translated to the policy process, 
this means: Which requirements 
do we need (Plan)? How do we 
implement them (Do)? Are compa-
nies, departments and employees 
implementing these regulations 
adequately and observing them 
(Check)? What can we learn from 
this for optimizing regulations on 
an ongoing basis (Act)? Based on 
the fi ndings of the Act phase, the 
continuous improvement process 
starts again with the Plan phase and 
a new iteration begins. In this sense 
we are in the process, for example, 
of further harmonizing Group-wide 
security reporting and acquiring an 
even more reliable big picture at 
security.
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The new quality of attacks has been identified by 
Deutsche Telekom’s early warning systems since 
the beginning of 2012. Two years previously, the 
Group’s security experts established so-called 
honeypots that simulate vulnerable smartphones 
in order to lure potential attackers. The digital 
bear traps allow the actions of the virtual burglars 
to be tracked in real time. The mobile honeypots 
were attacked on average 30,000 times a month 
in 2012. Thirty of these attacks gave particular 
cause for concern. Instead of the usual automatic 
search for suspected vulnerabilities, the hacker 
attacks were extremely targeted. For example, 
the honeypots received customized queries that 
the attackers planned to use to read the address 
books on the smartphones. Telekom experts also 
observed attempts to upload malware in order 
to ensnare the smartphones simulated in the 
honeypots in botnets.

Cyber criminals link many thousands and often 
even millions of Internet computers in botnets in 
order to increase the reach and power of their 
attacks. The fact that Internet-enabled cell phones 
could likewise be abused was still regarded as 
a theoretical threat until spring 2012. Based on 
the new findings, security experts at Deutsche 
Telekom are working on the assumption for 2013 
that a number of botnet activists are concluding 
their experimental phase and will escalate their 
previous attacks. The first major botnet for the 
Android operating system, involving more than 
10,000 users, was discovered at the end of 2012 
in the U.S.

Individual responsibility
The majority of users are largely unprepared for 
the rapid change. Anyone trying to find ways to 
safeguard smartphones is up against a deeply 
rooted structural problem. It is a problem that 
gives cause for concern, particularly for business 
users. As soon as companies equip their emplo-
yees with mobile devices, they have to find a solu-

tion for the fact that roles in security management 
are shifting by 180 degrees. While PC users can 
assume that the required security patches and 
updates are installed in the background without 
their assistance, the situation with smartphones 
is essentially different. If the threat situation 
changes, the only effective protection is generally 
to update the firmware of the devices.

With the exception of Blackberry, however, 
none of the market-leading operating systems 
offers an adequate management solution for 
loading the security mechanisms currently 
required via remote maintenance. Companies are 
therefore reliant on the activity of their employees. 
Updates of this type however are anything but 

trivial for many end users. And even users who 
manage to do it have a tendency to delay it be-
cause it means extra work. Weeks if not months 
often pass in practice until users decide to install 
an essential update. In the meantime, the vulnera-
bility of mobile devices increases permanently. 

Security through greater user  
friendliness

Companies can influence users’ habits only 
indirectly. User agreements help them to prepare 
employees for their new role in security ma-
nagement. Training is valuable for conveying the 
necessary knowledge to end users. In everyday 

Changing times
The mobile Internet is beeing targeted by attackers. Superfast mobile communications standards such as  
UMTS and Long Term Evolution (LTE) along with powerful operating systems such as Apple ioS and Google Android  
are affording new opportunities not just for users but also for cyber criminals to achieve their objectives more easily.  
To manage the looming threats, companies must learn from the attackers and follow new trends in a timely manner.

Experts are now noticing attempts to smuggle malicious code into smartphones and integrate them into botnets.
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business, however, companies only have a single 
sharp sword in order to actually push through 
the update regime. They use precisely tailored 
access controls to ensure that only those devices 
whose fi rmware version has the required security 
mechanisms can also actually dial in to the corpo-
rate network. All other devices remain excluded 
until their users have performed the required 
updates.

Central access control is one of the key tasks 
of a universal management solution as developed 
by Deutsche Telekom in the last two years. This 
mobility platform offers all required services for 
managing mobile devices. At the same time, it 
provides users with a constantly increasing num-
ber of mobile applications. At the end of 2012, 
all Apple iOS and Android devices approved 
by Deutsche Telekom for internal use could be 
connected.

Depending on the information required, two 
different access routes are available to mobile 
employees. If users want to synchronize their 
e-mail, contact information and calendar dates, 
the mobility platform uses Microsoft Exchange 
Server. In cases where employees want to access 
the intranet or the Group’s business applica-
tions, a special access with additional security is 
provided. Deutsche Telekom has developed an 
authentication method that provides maximum 
security without restricting ease of use. In prac-
tice, users only have to enter a single feature, i.e., 
a password or user name. The application and 
platform generate an additional security feature 
in the background. If all features match, the user 

is granted the desired 
access. The new method 
replaces the otherwise 
typical process of dialing 
in to a virtual private 
network (VPN) that 
many users fi nd cumbersome.

Knowledge transfer
The data protection experts in Group Privacy 
(GPR) and the data security experts in Group 
Information Security (GIS) have been monitoring 
the development of the mobility platform. They 
have ensured through the Privacy and Security 
Assessment procedure that data privacy and 
data security are fi rmly anchored in the platform 
design. Product developers call this principle 
“security by design.” The specifi c requirements 
incorporated in the development work are 
demonstrated by Telekom experts on the know-
ledge portal www.telekom.com/sicherheit. The 
portal provides software engineers and project 
managers with a comprehensive catalog of 
technical security requirements that the Group’s 
products must fulfi ll. Deutsche Telekom shares 
this knowledge in the conviction that security by 
design is the most effective form of risk preven-
tion. If this principle is used in solutions such as 
the new mobility platform, companies will create 
for themselves a way to exploit the added value 
of the mobile Internet without losing sight of the 
risks of the new technologies.

Central security 
requirements
■  One platform for managing the devices
■  All devices have to be fully encrypted
■  Secure access to the internal corporate 

network must be provided
■  Secure access to the mail backend must 

be provided
■  A fi lter must be installed to verify if the 

hardware has access authorization
■  A fi lter must be installed to check the 

required operating system version
■  A means of secure remote deletion must 

be provided
■  If use of apps is permitted, a user agree-

ment is required between the company 
and the employee

■  The security policy must not be alterable 
by the user

Deutsche Telekom’s Group-wide 
mobility platform
■  Standard middleware for connecting mobile solutions securely
■  Compliance with the Group’s security and data privacy standards
■  Minimizing attack scenarios through use of a single access point
■  Authentication, e-mail distribution, fi le handling & storage, document conversion, presentation and printing 

■  Consolidation of different mobility servers in one architecture
■ Device-independent provision of services
■  Lowering costs of developing and operating mobile solutions
■  Modularization of frequently used components and reusability of code

The universal spread of high-speed mobile networks 
has led to the emergence of new attack scenarios for 
professional hackers.



Customer service at the cyber front
The Abuse Team is the contact point for anyone who wants to report abuse of Deutsche Telekom’s Internet services.  
The security experts followed up more than one million reports in 2012.

Abuse of customer accounts is 
multi-faceted. Transmitting unsoli-
cited e-mails is as much a part of 
this as hacker attacks on custo-
mers’ computers or compromising 
homepages. Active awareness 
campaigns are therefore part of 
the core competency of Telekom’s 
Abuse Team. In 2012, a total of 
337,257 customers were informed 
in this way that their computers 
were infected with malware. 

In most cases, the Abuse Team 
has reliable findings at its disposal 
to determine which malware is at 
play. The security experts at  
Telekom can therefore provide 
affected customers with precise 
information as to how they can 
“disinfect” their computer systems. 
In the course of 2012, increasing 
numbers of reports were received 
of infections with the Trojan horses 
“ZeuS/ZeuS peer to peer” and “bankpatch/multi-
banker.” While a total of 5,069,147 reports were 
received by summer, the number in the second 
half of the year rose to 8,250,571. These are 
Trojan horses that infiltrate end customers’ com-
puters via botnets and retrieve online banking 
access data. Thanks to timely notification by the 
Abuse Team, the risk of the malware achieving its 
goal was reduced for customers.

Knowledge edge

“This very specific knowledge is thanks to close 
cooperation with external security organizations 
that clarify the abuse of Internet services and 
inform the providers of the IP addresses of the 
affected computers,” explains Markus Weyrich, 
a member of Telekom’s Abuse Team. “Our most 
important source is the Shadow Server Founda-
tion, an organization of voluntary network activists 

dedicated to the struggle against 
botnets. In addition to the IP 
addresses, we receive informa-
tion on the malware active on 
customers’ computers.”

The Abuse Team has a time 
window of seven days to resolve 
the IP addresses supplied and 
identify the customers affected. 
Once that seven-day window 
has passed, the traffic data is 
deleted. Telekom received 1 to 
1.2 million reports per month 
in 2012. The central input point 
is the mailbox abuse@t-online.
de. All reports are first checked 
for accuracy and relevance. Just 
under ten percent of reports are 
then processed further. Those 
remaining usually involve dupli-

cates that are received from dif-
ferent sources. Apart from the 
previously mentioned Shadow 

Server Foundation, security organizations such as 
Abusix Abuse Reporting, Gossler, JunkEmailFilter, 
Scomp, SpamVZ, Trendmicro and Uceprotect 
are among the reporting parties. In addition to 
this are messages from other Internet Service 
Providers, reports by investigating authorities as 
well as queries from customers.
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In 2012 the Trojan horse ZeuS stole online banking access data from computers.
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Tasks of Deutsche Telekom’s 
Abuse Team (excerpt)
■  Receipt of unsolicited e-mails with 

promotional content (SPAM)

■  Receipt of e-mails with viruses and 
worms

■  Receipt of phishing e-mails
■  Hacker attacks on customer computers
■  Participation of Telekom customers 

in botnets
■  Suspected abuse of access data
■  Suspected mail server blocking
■  Suspected abuse of guest books 

(e.g. slander)
■  Abuse in forums and chat rooms 

by Telekom customers
■  Criminally relevant content on our 

customers’ homepages
■  Queries regarding copyright 

infringements

New paths

One of the key activities in 2012 again was the 
battle against botnets. These are networks of 
Internet computers that are linked to one an-
other by means of malware without their users’ 
knowledge. If a computer is part of a botnet, it 
can respond undetected to remote commands, 
for example in order to send spam mail or infect 
other computers. Although the activity of the 
botnets, which are usually active on a global 
scale, was still very high in 2012, Deutsche 
Telekom registered a decline in the number of 
cases. Compared with 2011, the number of re-
ports received fell from 9,146,790 to 8,250,571, 
corresponding to a 9.79 percent decline. At the 
same time, the number of service restrictions 
(port 25 blocks) decreased from 205,737 to 
132,906.

The Abuse Team identifi es the affected 
customers and advises them by e-mail and 
letter post to remove the malware promptly 
using up-to-date virus protection software. If the 
customer does not perform the recommend-
ed cleanup and if the customer’s computer 
continues to attack other systems, the Abuse 
Team can initiate further steps. As a last resort, 
individual services are blocked, for example 
sending e-mail.

For the fi rst time in late summer 2012, the 
Abuse Team felt obliged to deviate from this 
standard procedure. Services had to be blo-
cked without the relevant customers being infor-
med in advance in order to respond appropri-
ately to a new type of threat. What happened? 
A new network had become active in the Asian 
region that broke new ground. Botnet abuse 
normally focuses on a relatively small number of 
computers. As long as these computers remain 
online, the attackers exhaust their resources, for 
example in order to send as much spam mail 
as possible. The remaining computers in the 
network are left alone in the meantime.

The newcomer from Asia turned the usual 
procedure upside down, however. It distributed 
relatively few queries per computer, but used 
all logged on computers at the same time to 

do this. “Since many customers were now 
affected at the same time, we had to change the 
standard procedure,” explains Markus Weyrich. 
“Informing every customer fi rst as usual would 
have exposed too many customers to a high 
risk for too long. We therefore decided to block 
services and inform customers in parallel.”

A mediating role

This case shows that the Abuse Team has to 
constantly realign its work against the backdrop 
of constantly changing patterns of abuse. 
Sometimes security experts even have to take 
a mediating role. This was the case in early 
summer 2012 when the search engine provider 
Google put an entire Deutsche Telekom IP 
address range on a black list. This was be-
cause of a corporate customer of Telekom, 
who obtained IP addresses from this range and 
attempted to infl uence search results in such 
a way that Google interpreted this as manipu-
lation.

As a result, Google set so-called captures for 
the entire IP address range. These are special 
security queries made up of letters and num-
bers that data providers can use to ensure that 
queries are actually coming from people and 
not from software programs. From this time on, 
all Telekom customers in the affected address 
range – users from the greater Berlin area – had 
to answer the required security question to 
perform any Google searches. “An extremely 
tedious process for Google users,” explains 
Markus Weyrich. “We therefore discussed 
the allegations by Google with our business 
customer. Because the company was able to 
show that its actions were covered by German 
law, the service block requested by Google was 
not considered. Instead, we began to mediate 
between the two parties. A certain rapproche-
ment is already evident. However, since very 
different interpretations of data abuse came 
into play here, the mediation work will continue 
in 2013.”
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Allianz für Cyber-Sicherheit, 
            a cyber security initiative for greater         protection through cooperation

Internet technologies have led to major innovations in recent years in the IT 
and telecommunications industry. The rapidly advancing networking of IT 
systems over the Internet has resulted in new opportunities and prospects 
both for citizens and for organizations, businesses and administrations. 
Almost every area of life or economic sector is affected in some way or other 
by information technology and is therefore part of cyberspace. Value-added 
processes in the real world, too, are now linked intensively through virtual 
space and are scarcely conceivable any more without it. This development 
requires continuous debate by all stakeholders on the undeniably signifi cant 
innovation potential that IT solutions can offer, but also on the risks and 
security measures that are needed to operate IT securely and reliably and to 
use data responsibly. The pursuit of secure cyberspace is a challenge that 
can only be overcome through joint efforts by business, science and admi-
nistration. This is the reason for founding the Allianz für Cyber-Sicherheit 
initiative by the Federal Offi ce for Information Security (BSI) and the Federal 
Association for Information Technology, Telecommunications and New 
Media (BITKOM) as a platform for exchanging information and expertise in 
this area. 

Cyber attacks are carried out by different criminal groups with different 
objectives. They range from denial-of-service attacks by activists and black-
mailers to manipulation of Internet banking operations by criminals through 
to spying and sabotage by foreign government agencies. Many targets can 
be attacked quite easily and the attack routes effectively obscured. In additi-
on, today’s information technology is not fl awless owing to its complexity and 
therefore always vulnerable. There is no question that this threat situation 
endangers not only individual institutions. IT systems in critical infrastruc-
tures where availability and reliability are especially important for our society, 
are also part of cyberspace and therefore exposed to the risks outlined.

Acting together: Allianz für Cyber-Sicherheit

The question here is how effective and effi cient protection against cyber 
attacks can be provided in view of this threat situation and what risk is sus-
tainable. Findings by the Federal Offi ce for Information Security (BSI) show 
that well over 80 percent of known attacks can be averted using standard 
protective measures, e.g., as part of basic IT protection. Unfortunately many 
institutions still have a lot of catching up to do when it comes to implement-
ing such measures. 

Long-term security can only be achieved by means of a cooperative ap-
proach by all parties in business, science and government and continuous 
adjustment of all measures for preventing, recognizing and responding to 
the threat situation and the methods of the attacker. The Federal Offi ce for 
Information Security (BIS) along with BITKOM initiated the Allianz für Cyber-
Sicherheit (www.allianz-fuer-cybersicherheit.de) as a cooperation platform. 

Uniting all the key parties in 
the area of cyber security in 
Germany, the alliance aims to 
increase information security 
in Germany and strengthen 
the resistance of IT systems to 

cyber attacks. The Allianz für Cyber-Sicherheit is setting up a comprehensive 
knowledge base for this purpose and supports the exchange of information 
and expertise. A number of cooperation models are feasible for companies 
and organizations, depending on the manner and way a particular institution 
wants to become involved.

Partners of the Allianz für Cyber-Sicherheit can be institutions that are 
interested in organizing, promoting and improving cyber security in Germany 
by active contributions. These could include, for example, computer emer-
gency response teams (CERTs), IT manufacturers and providers, Internet in-
frastructure operators or research institutions. Institutions both in the private 
and public sector that would like to benefi t from the information and services 
of the alliance and would like to improve cyber security in their institutions 
are invited to participate in the Allianz für Cyber-Sicherheit.

“The Allianz für Cyber-Sicherheit addresses 
all German institutions in the private and 
public sector.”

Michael Hange
is President of the 
Federal Offi ce for 
Information Security 
(BSI)
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Allianz für Cyber-Sicherheit, 
            a cyber security initiative for greater         protection through cooperation

The Allianz für Cyber-Sicherheit addresses all German institutions in the 
private and public sector. The multipliers of the Allianz für Cyber-Sicherheit 
therefore have the task of increasing the Alliance’s coverage, for example by 
conveying up-to-date information to its members or other interested parties 
or creating awareness for the topic of cyber security through their work in 
various bodies or in the fi eld of public relations. Business associations, 
chambers of commerce and industry or media can support the Alliance in 
the role of multipliers.

Services offered by the alliance

An important service offered by the Allianz für Cyber-Sicherheit is the 
promotion of dialog between all participants, namely companies in the IT 
industry and their users. Information on the use of IT is made available to the 
users and comprehensive opportunities are provided for the exchange of 
experience. The services include, for example, warnings regarding current 
cyber threats, best practices, standards and solutions for safeguarding the 
systems used but also recommendations on the general secure use of IT 
components. Apart from central distribution of information, the alliance also 
relies on a direct exchange in smaller groups, for example, in regional and 
industry-specifi c working groups or at regulars’ tables.

In order to be able to assess risks correctly and to improve the IT security 
level in Germany, profound knowledge of the current security situation is 
essential. The Federal Offi ce for Information Security therefore provides 
up-to-date information about the situation as part of the Allianz für Cyber-
Sicherheit initiative, which institutions can make use of as a basis for their 
activities. To further improve the completeness of this situational information, 
it is also possible for partners and participants to bring their own fi ndings on 
board or report events in conjunction with cyber attacks to the Federal Offi ce 
for Information Security.

The enhancement of cyber security is a joint task for government, busi-
ness and science. By participating in the exchange of expertise or actively 
contributing as a partner or multiplier, institutions can contribute to further 
enhancing cyber security in Germany and actively shaping it. All German 
institutions are called upon to get involved in this process!

By Michael Hange, President of the Federal Offi ce for Information Security (BSI)

Together they are strong
The nationwide Allianz für Cyber-Sicherheit initiative was 
launched at the beginning of 2012. The initiative in which 
Deutsche Telekom participates actively and intensively 
pursues the goal of providing information on cyber security in 
Germany and enabling a comprehensive picture of the current 

threat situation. The initiative is aimed at IT and security ma-
nagers in companies and organizations independent of size. 
In the framework of the cyber security strategy for Germany, 
the alliance therefore builds on the measures of the KRITIS 
(National Strategy for the Protection of Critical Infrastructures) 
implementation plan, which are taken for critical information 
infrastructures.

The Allianz für Cyber-Sicherheit is a joint initiative of the 
Federal Offi ce for Information Security (BSI) and the German 
Association for Information Technology, Telecommunications 
and New Media (BITKOM) and invites manufacturers, IT and 
telecommunications providers, Internet infrastructure carriers, 
CERTs, user industries with intensive use of IT as well as multi-
pliers from media and science to participate in the alliance.

“We need a reliable and up-to-date situational overview of cy-
ber security for Germany as well as an exchange of expertise 
and assistance on site in case of incidents,” said Professor 
Dieter Kempf, President of BITKOM, when he presented the 
idea for the initiative at CeBIT 2012 in Hanover.

The nationwide Allianz für Cyber-Sicherheit initiative brings 
together IT and security experts.
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